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CURWEN: Hello. This week our subject is financial fraud. The latest figures for 

January to June last year show losses on UK cards reached £216 million. That’s a 

17% rise from 2012. Cases of card identity theft and fraudulent purchases made by 

cards were both up by over a fifth, though some other types of fraud fell. Well the 

police and the banks say some fraudsters are turning to low-tech methods of 

old-fashioned deception to get their hands on your precious PIN or plastic card. They 

include something called “vishing”, done on the phone, courier fraud and money 

mules where you may be recruited as a money launderer. Plus there are the old 

favourites: identity fraud boiler room scams and the copycat websites that are 

mistaken for government sites. Has any of this happened to you? How do you protect 

yourself from the fraudsters? And if you do fall victim, what are your rights to get 

your money back? Whatever your question, call Money Box Live now: 03700 100 

444. With me today to answer your questions are: Tony Blake, Crime Prevention 

Officer at the Dedicated Cheque and Plastic Crime Unit, which is a police unit 

sponsored by the banks and the card industry; Craig Jones, Head of Communications 

at Financial Fraud Action UK, which represents the financial services industry; and 

Sarah Pennells, founder of the website Savvywoman.co.uk. Welcome to all of you. 

And our very first question is from Steve who’s in Sheffield. Steve, what’s your 

question? 

STEVE: Hello. I was contacted about a year ago by a company claiming to be a 

crime events campaign for the police. Now they wanted me to buy advertising space 



 

2 

in their magazine, which was supposed to be going out to sort of dentist waiting 

rooms and whatnot, which I did because I was a bit sort of naïve and I sent them 

£234. They did actually make an advert for me; and then, because I kept on badgering 

them as to when this was coming out and where it was going to go, they sent me a 

version of the sort of printed magazine. I then sort of got a bit suspicious and 

contacted everybody else who was in the magazine to say have you seen this 

anywhere and nobody had.  

CURWEN: So the magazine doesn’t exist? Is that what you’re saying? 

STEVE: Yes, yeah. But also claiming to be sort of a crime prevention magazine, 

which is slightly ironic. 

CURWEN: So it obviously wasn’t a crime prevention magazine. Okay Tony Blake, 

what does he do? How does he get his money back? 

BLAKE: Well, firstly, the sort of simple advice for anybody who’s approached in 

this way, in sort of cold call ways, is do some research first of all. So you know if 

someone’s purporting to be from wherever they’re purporting to be from - a magazine 

or something similar - do some research and find out if the magazine exists. Contact 

them perhaps separately, ring them back. There’ll be a number in the magazine to 

contact them - a phone number or an email address - and contact them back to make 

sure that you know who you’re talking about and check their validity. So that’s the 

first thing. As far as getting the money back - Craig? 

JONES: Well, Steve, I think one kind of question would be how did you pay the 

amount? I think you said it’s £234 that you paid.  

STEVE: Yeah. 

JONES: How was that? Was that by card or something else? 
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STEVE: It was by card, as far as I remember. 

JONES: Okay, well there are some routes to redress here. It’s one of the real benefits 

of using a card - that there are some protections that give you some ability to get 

redress if you don’t get what you’ve been promised. 

STEVE: Okay. 

JONES: Was it a credit card or a debit card? 

STEVE: Debit card. 

JONES: Okay. Well a debit card has a process called chargeback that may come into 

play here, which is when you’ve tried to buy something, you’ve used your card and 

the goods don’t in the end turn up. And this chargeback process might be a route 

whereby the bank could give you a refund on that. And if it was a credit card, just for 

listeners  who use credit card for these types of things, there’s also a legal  

protection under Section 75 of the Consumer Credit Act which comes into play if the 

goods have arrived and they’ve been faulty or if, for example, the company’s gone 

bust. Obviously this situation’s a bit different to that, but these are some of the routes 

that might be helpful. 

CURWEN: Sarah, so there’s less protection really with a debit card? 

PENNELLS: Yeah chargeback is something that doesn’t have the same legal backing 

as Section 75, but it is a process that the card providers have agreed to operate; and, 

unlike Section 75, there isn’t a minimum spend. I mean in this case, it doesn’t affect 

Steve because he spent £234, but you’re only protected by Section 75 if you buy an 

item that costs £100 … between £100 and £30,000. Just one thing to be aware of with 

chargeback is that there are time limits by which time you have to make your claim, 

and these vary depending on the card provider. So generally a typical claim time is 

120 days from when you realised there was a problem, but it could be less time 
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depending on the credit card provider and it could be much longer. 

CURWEN: So what’s Steve’s first step now? 

PENNELLS: Well I would suggest he contacts the bank or the card issuer and says 

he wants to do a chargeback claim. They have a set amount of time - it’s around 6 

weeks - in which to dispute the transaction. And one of the disadvantages of 

chargeback is that the retailer - in this case this company - could dispute his right to 

get the money back, but he definitely should try it because there is a chance he could 

get a refund. 

CURWEN: Okay, Steve, I hope that helps. I hope it works for you. 

STEVE: That’s brilliant, thank you. 

CURWEN: And let’s now turn to an email from Len who’s written to us. He says 

that he got a phone call to his home number - this is again cold calling. In this 

particular instance, it was about his computer. He got a phone call to his home 

number stating that a company from Microsoft Windows have noticed there’s a 

problem with your computer. They took details, address, email plus bank account 

details - debit card, he says in brackets - appear to be working on the computer and 

then inform you the charge is $160 for a company that appears to be in London but 

operates out of India. He says he’s informing you so that others will not be fooled into 

this transaction. Craig Jones, how much of this do we hear about - suggesting that 

they can fix a computer and it turns out that they’re just going to charge you money 

for something that’s not worth it? 

JONES: Well we’re seeing more evidence of unsolicited calls being behind recent 

rises in fraud. There’s the particular vishing method which you mentioned in the 

introduction, which is … 

CURWEN: That’s vishing with a ‘V’, not phishing with a ‘PH’. 
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JONES: That’s right, exactly. Well it’s called that because it sounds quite similar to 

phishing, which is the unsolicited emails that ask for financial or personal details, and 

vishing is the voice version of that. So when you’re called up by somebody who 

typically will claim to be from the bank or the police - obviously in this case they’ve 

claimed to be somebody else, a computer company - but really the common kind of 

approach is that they’ll try and get your financial or personal information off you. 

CURWEN: Okay. And Tony? 

BLAKE: Yeah it is a common scam and Microsoft or another computer is just one of 

them. The others are Sky. And often they’ll be, as well as trying to fix your computer, 

as well as offering services, they’ll say you’ve got refunds. HMRC’s another one, so 

there are just lots and lots of them. Just make sure that you call them back before you 

do anything. If you’ve had a telephone call, a cold call that you’re not expecting, 

make sure that you call them back on a number you know and particularly make sure 

you call them back. Leave it five minutes because there’s been this courier fraud scam 

where the fraudster keeps the line open, doesn’t put the phone down their end. So 

make sure you give it five minutes. 

CURWEN: When you say doesn’t put the line down their end, I don’t quite 

understand that because if you don’t put the line down your end, you imagine that the 

call’s gone. 

BLAKE: Yeah, it goes back to the days - which I can certainly remember - where we 

plugged our phones into the wall. And if you took a phone call upstairs, for instance, 

and you needed to go downstairs - say you took a phone call from your mum - you’d 

say, “I’ll just take the call downstairs, mum”, you could put the phone down and pick 

the downstairs phone up. So it’s a facility that the suppliers gave you to keep the line 

open for a certain amount of time and that still exists sadly. It’s being changed, 

slowly, but it’s being changed. So yes the fraudster, if they don’t put the phone down, 

if the person who calls you doesn’t put the phone down, you’re still through to them. 

So make sure you leave it five minutes. 
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CURWEN: Okay. And one thing that I notice, Sarah, is that he paid by debit card. 

Len paid by debit card. So really he could actually go back, couldn’t he, and see 

whether or not he can get some of the money back? 

PENNELLS: Yes, as long as it wasn’t a direct payment. So basically as long as he 

didn’t either on the phone or online make the payment. If he basically gave over card 

details and they took the money, then he can do either chargeback or he could try and 

do a Section 75 claim if it was over £100 that was spent. But if it was a payment that 

was made either by phone or online that he made, then unfortunately that’s the 

electronic equivalent of giving away cash. 

CURWEN: And Craig, I mean do you need to change your card details once 

something like this has happened to you because, presumably, they’re not safe 

anymore? 

JONES: Well one of the first pieces of advice that we always give people is to get 

straight on the phone to the bank and let them know that you think that you may have 

been exposed to one of these vishing calls. I mean, as I said, at the moment we are 

seeing more of them, so it does happen and people do claim to be from the bank or the 

police. The really big piece of advice that we always give out on this is that the bank 

or the police will never call you up to ask for your four-digit PIN. Obviously this case 

is slightly different, but we are seeing examples of people claiming to be from the 

bank and saying that there’s been some fraud on the account. And clearly your first 

reaction when that happens is one of shock and panic and you know these people are 

highly deceptive and highly persuasive, and because of that there’s a big temptation 

for even the most sophisticated of people to go along with them and to give out that 

financial information. Other variations are transferring money into a fraudster’s 

account or even accepting a courier to come round to the house to pick up the card, 

and really the advice is that the bank will never do that. They’ll never ask for the card, 

for somebody to come and pick up the card. They’ll never ask you to transfer money 

to another account. And if that happens, it’s always a fraudster. 

CURWEN: Just say no, just say no. Okay well our next caller is Mike who’s in 
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Liverpool. Mike, what’s your question? 

MIKE: Oh hello everybody. I’ve got myself into quite a lot of hot water by trying to 

generate some extra money for my father’s care. Obviously his savings are dwindling 

and while the savings are still there, I’ve tried to create money so that you know we’ll 

be able to keep him at the home. I’ve been the subject of cold calls on the back of 

some survey I did - it must have been about 2 years ago - and I think as a result of that 

my name was on the commodities register and people started ringing me up about 

things like diamonds, fine wines, investing in all sorts of esoteric vehicles. Anyway, 

to cut a long story short, I’ve invested tens of thousands of pounds with three different 

companies and now I’m not at all sure that these companies even exist. So I’m now 

faced with perhaps losing all the money that I’ve invested over the last 18 months or 

so, and obviously this isn’t a very pleasant situation and I’m just wondering whether 

the panel would have any sort of practical advice that they could give me to help me 

to extricate myself from this situation as painlessly as possible? 

CURWEN: Well we’re very sorry about all that, Mike, and let me go to Craig Jones.  

JONES: I mean, Mike, I think the first thing to say is what a horrible situation and 

obviously a big concern to both you and your family as well. Just for the advice for 

other viewers who may find themselves called up in this way by people, we do always 

say that the best kind of first step that you can take is to seek legal advice or 

independent advice if you’re offered the chance to make an investment just so you can 

get somebody who’s completely objective to look over the details of it. We also say 

that it’s a good idea to check that the company that is offering that opportunity is a 

registered company and that might be a good exercise in this situation, just to see if 

they’re registered with Companies House. 

CURWEN: How do you know if it’s a registered company? 

JONES: Well that’s an inquiry that you can make to Companies House just to get a 

sense of whether or not they’re on the register. 
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CURWEN: That’s quite a big thing to do. Not many people are going to go and 

check, are they - go and take out a subscription to look in Companies House? 

Please Note: The Companies House WebCHeck service offers a 

searchable Company Names and Address Index free of charge which 

enables you to search for information on over 3 million companies. 

JONES: No and I appreciate that. It’s one of a few things that you can do just to try 

and ensure that the company is a legitimate set up. And obviously you know looking 

over the details of what their offer is and their website and their contact details and so 

on are other ones. I mean in terms of recovering the money that’s been the subject of 

the transaction in this case, you know quite often it is difficult to get the money back 

once the transaction’s been put through. And we do say as well that there are a lot of 

companies who typically offer to recover the money in these types of situations, but 

we do find that sometimes they’re fraudsters as well. I mean Tony might be able to 

say more from a police perspective about how that money can be recovered. 

BLAKE: Just to repeat that really. There certainly are a lot of scams on the back of 

these types of scams where they are setting themselves up as being solicitors or other 

sort of recovery agencies and they’re fake too. So really you need to contact the 

Financial Conduct Authority. They register these investment organisations. 

CURWEN: So that’s the place to go to find out? 

BLAKE: Yeah. 

CURWEN: Yeah. Sarah? 

PENNELLS: I mean one thing I’d say is just that because at the moment interest 

rates are so low, I think that scammers have realised that there are kind of potentially 

rich pickings because people are looking for a better return than they can get in their 

bank or building society. But if you go for something like this, I mean these 
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“investments” are not regulated, which means they can’t be mis-sold. There aren’t the 

rules and regulations over what someone can say and how they can describe them. So 

if you’ve agreed to hand over your money, the chances of getting it back I’d say are 

slimmer because they’re not covered by rules and regulations about what they can 

say. 

CURWEN: Mike, let me ask you. Did you understand when you made these 

investments that they weren’t regulated, that you might not have any chance to get 

your money back? 

MIKE: I did. I took a punt. I know I was reckless and stupid and naïve - above all 

naïve - because I’m generally a reasonable human being who trusts people and those 

are my standards of behaviour and you automatically expect you know … 

CURWEN: But you’re not alone. 

MIKE: I know, I know. It’s gone very, very far. It’s gone so far that my twin brother 

and I, who are responsible for dad’s care, we’ve decided that we’ll bite the bullet and 

we’ll as it were take it to the end. There are a couple of exit strategies that have been 

put in my way. Yes again it’s by these companies that I’m involved in. 

CURWEN: Ah, okay, so … 

MIKE: It’s all a little bit of a vicious circle. 

CURWEN: … so are companies trying to get the money back for you? Now you 

should beware because, as you just heard before, there may be some problems with 

that. Tony Blake, let me come back to you on that. 

BLAKE: Yeah, I would contact the Financial Conduct Authority and establish 

whether that company is known to them. They may not necessarily regulate them, but 

they might be known to them. Fully research them. If you’ve been contacted direct by 
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a company trying to get the money, then you should be wary about that. 

CURWEN: Where can Mike go after the programme to try and get some help? Sarah, 

any ideas? 

PENNELLS: Well the Financial Conduct Authority website, which is fca.org.uk, and 

they do have a special section on various different scams. But I would also say, 

personally I would say if somebody’s cold calling you, I would be suspicious because 

generally that means they’re putting pressure on you to invest in something; and 

investing, parting with money, is never something you should do in a hurry. 

CURWEN: Mike, I’m sorry, I don’t know how that much that helps you, but you 

have our sympathy and I hope you get somewhere with the FCA. I think Mike’s gone. 

Okay, so let’s go to our next caller. In fact no, I’m going to read you an email first. 

This is an email. It’s from Bernard. Bernard tells me that he’s been defrauded of 

£12,000 by a very sophisticated internet fraud when he thought he was buying a 

classic car. Now he tells us about how he’s had a bit of a dispute with his bank after 

this, but he obviously transferred the money with a bank transfer. Sarah Pennells, let 

me ask you again about this. He doesn’t really have any comeback, does he? 

PENNELLS: Unfortunately not. I think it’s one of those things that people imagine 

that if they make a bank transfer either by phone or online and it involves the bank’s 

services, there is some comeback if it turns out that the company doesn’t deliver what 

it promises or in fact is fraudulent. But unfortunately if you make a payment like this, 

it is the online version of paying by cash; and it’s only if you pay by your credit or 

debit card, not if you make an online or phone direct transfer, that you get the 

protection that we’ve been discussing earlier. 

CURWEN: Okay, we’re going to go to our next call which is from David who’s in 

Tyneside. David, what’s your question? 

DAVID: Well it isn’t so much a question as to what the police do in cases such as 

mine. It doesn’t seem to go anywhere when one complains to the police about 
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large-scale scams. I lost £11,000 to a company that appeared to have all the 

appearances of being totally genuine. It was a highly sophisticated scam with 

beautiful literature … 

CURWEN: What were they selling, David? 

DAVID: They were selling carbon credits. And these are traded internationally, as I 

understand it, but it was only when I heard a Money Box programme at the start of 

last year, which mentioned that these are only normally traded between governments 

and very large business institutions and never between private individuals. So that’s 

what made me suspicious. But the literature and the website and the correspondence I 

had with them by mail was all perfectly genuine and very high quality. Indeed I went 

to my financial adviser and sent them my literature that I’ve received from the 

company and they made no comment except saying well these can be rather risky 

investments, but they had nothing to say about this particular company. And so I 

invested eventually £11,000 with them and I continued to correspond with them for at 

least 6 months and their address was in St. James’s Square in London. 

CURWEN: Okay, thanks very much for that question, David. Let me put it first of all 

to Tony Blake. What do the police do to try and investigate this kind of case? 

BLAKE: Well of course since last year Action Fraud has been set up and that’s the 

place where members of the public are now invited to report all their frauds. They 

must be reported through Action Fraud. If you went to your local police, they will tell 

you to go to Action Fraud. And you can do that in two ways - by telephone or online. 

And then what happens, then once you’ve reported that to Action Fraud it then goes 

to the National Fraud Intelligence Bureau, which is part of the City of London Police, 

and your fraud is then assessed. It’s assessed on its own and it’s assessed with other 

similar frauds. And what they’re trying to do is try and link it with other frauds, so 

that they’re building a much bigger case. And then if they’ve got a good case, that 

will then be sent to one of the police forces in the UK. 

CURWEN: Do you investigate all frauds? 
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BLAKE: No, not all frauds are investigated. You know … 

CURWEN: So it might be that David’s disappointed? 

BLAKE: It might be that David’s disappointed. 

CURWEN: Why? Why not investigate? 

BLAKE: Because really there isn’t the resources to do so. You know in fairness fraud 

is very low on most police forces’ priorities. They have other priorities they have to 

look at. And they will get sent out packages and they will not even investigate all of 

those sadly, so he may be disappointed. Hopefully if it’s one of a much larger scale 

fraud, then it will be investigated, but that’s the current system which the City of 

London Police are taking over from the National Fraud Authority which is just about 

to finish at the end of March. 

CURWEN: Sarah Pennells, do you get feedback from people about how much their 

cases are investigated or not? 

PENNELLS: Yes, I do - both about that issue and also particularly about carbon 

credits. And I mean I’d echo what Tony said, but also it is worth ringing the FCA, the 

Financial Conduct Authority - they’ve got a consumer line where you can report 

scams - because it helps them to build up a picture. But I would also say that if you 

are going to invest a serious amount of money, you know thousands of pounds, I 

would just type in the company’s name and either the word ‘complaint’ or ‘scam’ and 

just see what’s happening because often online communities have a suspicion that 

there may be a problem before it’s reported to a regulatory authority or the police, and 

it might just make you think twice. 

CURWEN: So David should go to the FCA once again? 

PENNELLS: Well also report it to Action Fraud, but I think it’s good if the FCA 
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know because then they can build up a picture as to whether this is a bigger issue. 

CURWEN: Okay, David, how much does that help? 

DAVID: Well I shall certainly go to them and see what happens. It does seem that the 

police don’t do very much, especially since there’s a very high profile sort of tip of 

the iceberg leading address in London which they could have contacted. It isn’t there 

now. It seems to have pulled the plug on the immediate central London operation but 

has moved to the outskirts now and still appears on websites under the same name 

exactly … 

CURWEN: (over) Well David, good … 

DAVID: … but at a different address. 

CURWEN: Good luck with pursuing it and we hope you get somewhere with it. I’m 

just going to read out a quick email which was from Sue, who says ‘Whilst in South 

Africa my credit card was skimmed. Subsequently £300 a day was taken from an 

ATM, £3,000 in total.’ She says she was paying for a meal in Cape Town. The waiter 

said the machine wasn’t working when she gave him her card. ‘Gave me my card 

back, went off and got another machine which did work. I suspected nothing.’ Her 

bank did pay back all the cash. Tony Blake, how common is this kind of thing? 

BLAKE: Well card skimming, it’s on the rise. That’s for sure. It sounds in this 

particular case where it was either a fake Chip and PIN machine which had a device 

fitted in in which would skim it or there are tiny little skimming devices which you 

used to see in restaurants in the West End many years ago where the waiters would 

just run your card through. And skimming by the way is where they copy your 

magnetic stripe details off your card. So it’s on the rise. It’s not something certainly 

with the Chip and PIN machines that you see regularly. My advice to anybody 

certainly is never lose sight of your card. Make sure you can see where your card is. 

And thankfully most of the restaurants or reputable restaurants here will bring the 

Chip and PIN machine to you and you never lose control of your card or sight of it. 
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So just be careful when you’re using those machines. 

CURWEN: Okay, I’m going to fit in another call from Anthony. Anthony, what’s 

your question? 

ANTHONY: Quite straightforward this one. Basically, like most people, I’ve got a 

bank account and a credit card, but I do not do online banking because I just don’t 

believe it’s secure enough. Now I do get emails from my bank and my credit card 

provider, but I’ve got no means of knowing whether these are genuine because they 

can be so cleverly faked these days. So the question really is how do you know these 

are genuine? 

CURWEN: Okay, Craig Jones? 

JONES: I think it’s a good question. We talked about vishing earlier and quite 

commonly we get these phishing emails as well, which quite often purport to be from 

the bank. There’s a few tips that we tend to give out here, which is first of all look for 

https. Many listeners will know that the ‘s’ stands for secure and it indicates that the 

website is secure. There’s a few other telltale signs of fake ones and that includes, for 

example, emails with a vague greeting that tend to be sort of Dear Sir or Dear Madam 

and also those that have an address that’s different to the actual website of the bank. 

We do advise people never to visit a website through a link in an email and also to be 

cautious about any unexpected changes in what the bank or the other organisation is 

asking. If they ask for more financial or personal information than usual, then be 

suspicious. I do think there’s a good story to tell here though actually because work 

with the ISPs, the internet service providers, and also the police e-crime unit has seen 

about an 87% drop in the number of phishing websites over the last year. So it’s going 

in the right direction, but these are some of the tips we can use to keep ourselves safe. 

CURWEN: Sarah Pennells? 

ANTHONY: Are you saying that really a fraudster can’t use the https? 
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JONES: The https indicates that it’s a secure website, which has that higher level of 

security and is just one of those tell-tale signs, one of those kind of indicators that it’s 

a genuine website that belongs to the bank rather than somebody who’s pretending to 

be from the bank. 

ANTHONY: Because I certainly don’t trust that little padlock. 

CURWEN: Okay, Anthony, let me just ask Sarah Pennells what she feels about this. 

PENNELLS: Yeah, I mean personally I mean I get loads of these emails as well and 

I don’t even open them, so I just assume they’re not from my bank because my bank 

normally rings me if it wants to get hold of me. These phishing emails are getting 

more sophisticated and we have ones from HMRC, from Companies House, and they 

actually look like they have a legitimate address. So I wouldn’t even recommend 

clicking on the link or checking the address because some of them have viruses and 

Trojans which you don’t want to really get into your computer. So I would always 

take a very cautious approach and assume that it isn’t from your bank and it isn’t from 

HMRC. And if they want to get hold of you HMRC will write to you, H.M Revenue 

& Customs, and your bank will ring you. 

CURWEN: Okay. Anthony, hope that helps. 

ANTHONY: Thank you. It does. I mean obviously I miss out on lots of deals that 

come through on the emails, but it’s just because I’m too cautious. 

CURWEN: But you’re safe. Okay well we all think that that’s a good idea. Very, 

very briefly, Craig Jones, what’s the top most common scam at the moment? 

JONES: Well ATM incidents are on the up a the moment, so we do advise people to 

be careful at ATMs. One of the pieces of advice is to always shield your PIN with 

your hand when you’re making the transaction at the ATM. But also beware that the 

police or the bank will never call you to ask for your four-digit PIN. 
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CURWEN: Fantastic. That’s all we’ve got time for. My thanks to Tony Blake from 

the Dedicated Cheque and Plastic Crime Unit; Craig Jones from Financial Fraud 

Action UK; Sarah Pennells from the website Savvywoman.co.uk. And thanks to you 

for all your calls and emails. You can find out more about financial fraud from our 

website: bbc.co.uk/moneybox. You can listen to the programme again and in a couple 

of days read a transcript. Paul Lewis will be here at noon on Saturday with Money 

Box. I’ll be back next week to take more of your calls. The subject will be mortgages.                                                                                                    


