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LEWIS: Hello.  In today’s programme, it’s the world’s biggest data 

breach, but will the theft of 45 million card transactions put UK customers of TK 

Maxx at risk of fraud?  Bob Howard’s with me.  He’s been to an international 

conference on electronic crime. 

 

HOWARD: You may have heard of phishing attacks.  Now consumers are 

being warned about vishing and smishing.  

 

LEWIS: More changes in maternity rights this weekend, but new 

evidence suggests widespread ignorance. 

 

SLOCOCK: Only 4 in 10 women said that employers really knew what 

their rights and responsibilities were, and half of the mothers didn’t know what 

they’re entitled to. 

 

LEWIS: And the Office of Fair Trading raises the stakes in its 

investigation of bank account charges. 

 

But first, that breach of security which allowed fraudsters to get away with credit and 

payment card details of millions of people who shopped at the TK Maxx store group 

in the UK and in the US.  It’s thought to be the largest security breach of its type and 

 



 

anyone who shopped at TK Maxx here or around the world between December 2002 

and December 2006 may have had some of their card details stolen by fraudsters.  

Money Box’s Chris A’Court has been looking into this.  Chris? 

 

A’COURT: Paul, there’s a big difference distinguishing the TK Maxx 

security breach from others.  First, the unprecedented scale of it and the fact that this 

was a deliberate and concerted criminal attack primarily on the firm’s American base 

to get card and customer details in order to specifically carry out fraud.  In fact in 

Florida, police have caught suspects that they say have committed an $8 million fraud 

using some of this stolen information.  Now the good news is it looks unlikely they 

used card numbers of shoppers living in the UK, but it can’t be absolutely ruled out.  

That’s because we’ve now had confirmation that UK shoppers’ card numbers were 

stolen from TK Maxx here.  Electronic files containing payment information were 

taken from the Watford computer database last year.  There have been hints of 

problems before.  Now we know it’s true, as does the UK Information Commissioner 

who’s begun an investigation.   

 

LEWIS: But why wasn’t this major security breach revealed before? 

 

A’COURT: Well because TK Maxx was slow to realise criminals were at 

work and because in this country, Paul, there’s no compulsion for firms to warn 

customers when their card details are at higher risk of being used by fraudsters.  UK 

cardholders only learned their numbers had been stolen when TK Maxx’s parent 

company had no option but to tell financial regulators in the United States.  Whether 

or not the UK should have a US style law to compel firms here to warn customers 

quickly when card numbers are stolen or security is breached was the issue at the 

heart of our special Money Box programme last summer.  You’ll remember that was 

called Privacy in Peril.  The government and Information Commissioner feel no 

change is needed in the UK.  Others, like the National Consumer Council, think there 

should be change.  And given this is the world’s largest ever security breach of this 

type, it should move the issue up the debating agenda. 

 

LEWIS: And regardless of telling people, how did the criminals get the 

numbers? 

 



 

 

A’COURT: They installed a special hidden programme onto the store 

group’s computer database, placing it there via e-mail or perhaps working with an 

insider.  Called malware, it gives the criminals their own electronic mole in the 

system, as Richard Archdeacon, a Director of the IT risk management company 

Symantec explains. 

 

ARCHDEACON: What this does is it will sit within an organisation keeping 

very quiet, almost covertly existing in the organisation till it’s activated by the 

criminals.  The malware will then go and identify particular types of computer files, 

for example.  It will then take those computer files and transmit them and send them 

to a predetermined place on the Internet where the criminals are waiting to receive it 

and then use that information, sell it on or however they want to use it. 

 

A’COURT: The hackers have now been blocked, according to TK Maxx, 

but when I talked to the company in America at close of business late last night our 

time, it still couldn’t confirm how many UK shoppers card details were stolen.  Some 

estimates say a million.  They don’t know exactly what was in the files taken from 

Watford or even where those files are now, but customers in the UK and Ireland are 

less at risk they say than those in North America because no personal identification 

numbers or names and addresses were believed to be on the files from the UK. 

 

LEWIS: Thanks very much, Chris.  Well with me is Sandra Quinn 

from the banking organisation Apacs.  Sandra, data on UK customers of TK Maxx has 

been stolen.  Customers are worried and they’re right to be worried, aren’t they? 

 

QUINN: They are right to be worried.  This is a very large compromise 

and it’s a matter of concern to the industry.  We would stress that we will be asking 

TK Maxx the same questions as everybody else is asking. 

 

LEWIS: Yes and the information that Chris referred to, filed to the 

United States Security and Exchange Commission, says it may have been stolen from 

the computer at Watford right up to 18th December last year, so some of it may be 

current and usable. 

 



 

 

QUINN: Yes, when we first heard original reports of this, we were 

talking about data for cards between 2002 and 2004.  We were therefore very 

confident that all those cards would have now expired.  We’ve massively rolled out 

all cards in the last 3 years, as everybody knows.  But now we’re talking about up to 

the end of 2006, I think the clear message to customers is to look at statements.  But 

the key thing is here we don’t know of a single case in the UK where fraud has 

happened. 

 

LEWIS: No, we don’t know yet, but of course it may have happened 

and people may not be aware of it, so people who shopped at TK Maxx from 

December 2002 really should be looking carefully at their card statements and their 

bank statements. 

 

QUINN: We would suggest to anybody to look at their card statements 

and bank statements.  If they see anything unusual to raise that with your bank and 

they will try and help you out.  What is very clear is that TK Maxx themselves are not 

sure about what is involved in this data.  We know it’s the numbers, but it may not be 

the names; and of course the name needs to be with the number to have a successful 

fraud transaction. 

 

LEWIS: Yes, they don’t know because the crooks were clever enough 

to cover their tracks, as I understand it.  Well we did invite TK Maxx onto the 

programme and they’ve turned down all requests to be interviewed, and the written 

statement from the parent company says it believed customers should feel safe 

shopping at TK Maxx and expressed regret for what had happened.  Now Sandra, stay 

with us because this has come just at the time when you have changed the rules over 

this weekend to a new system, so if our money is stolen electronically we don’t tell 

the police any more despite the fact it’s theft; we tell the bank.  And this is worrying 

some security experts.  Here’s Professor Ross Anderson from Cambridge University 

Computer Lab. 

 

ANDERSON: This is great for the Home Office because it cuts down the 

reported crime figures and the banks thought it was great for them because it gives 

 



 

them control over what bank frauds are investigated.  But from the point of view of 

bank customers it’s a disaster because if you’re a victim of a bank fraud whose 

existence the bank doesn’t want to acknowledge, you’re left with nowhere to turn. 

 

LEWIS: So Sandra, Professor Ross Anderson there saying it’s a way of 

bringing down the crime figures and a way for the banks to cover up the fraud.  And 

nowhere for us to turn because you will control all that information about crime. 

 

QUINN: Well I think what’s very clear here, this is a change of law that 

the Home Office has implemented and this is really a reflection of reality.  What’s 

happened in the past is some customers have had to go to the police to get a crime 

reference number to go back to their bank.  Some customers haven’t, so the system’s 

always been very faulty there and there’s been mass under reporting in the past by 

police.  What the Home Office have been saying to us is we’re very confident that the 

industry figures are the industry figures.  We’ve been extremely transparent about 

these for a number of years and the Home Office are saying we’re very happy to use 

them. 

 

LEWIS: Sandra Quinn from Apacs, thanks. 

 

Well in the week the TK Maxx breach came to light, 500 leading computer experts 

from around the world met in London to discuss the growth of electronic crime and 

how it could be stopped.  Bob Howard went along to find out about the growing threat 

we all face.   

 

HOWARD: If you want a sense of worldwide concern over e-crime, you 

just need to look at the delegates for this week’s international congress.  They’re from 

as far afield as Canada, China and Saudi Arabia.  Keith Mularski’s a special agent for 

the FBI, which is also taking this kind of fraud very seriously indeed. 

 

MULARSKI: I think we have 18 law enforcement agencies from around the 

world present.  This problem is bigger than any one agency or any company.  The 

way the world is right now, everybody’s being attacked at the same time because the 

one thing with cyber crime or e-crimes, there’s no geographical boundaries like there 

 



 

would be in traditional bank robbing or anything like that.  Some of the biggest 

problems that we’re facing right now are identity theft and account takeovers that’s 

really fuelling this underground economy. 

 

 

HOWARD: The problem for law enforcement agencies is the criminals are 

constantly evolving new ways to defraud us.  Security expert William Beer’s been 

telling the congress about variations on phishing - e-mails which mislead us into 

giving our bank details.  One of the latest is smishing - tricking customers via SMS 

text messages. 

 

BEER: What we see with smishing attacks is that an SMS is sent to 

the end user generally telling them that they’ve been enrolled in a new service, which 

they have not been enrolled in, and then they’re asked if they want to correct it to go 

to a website.  They then enter their credentials and their personal information into that 

website, which is then used to create a phishing attack or an identity theft attack.  We 

have started to see those in the last 4 to 6 months, so it’s quite a new development. 

 

HOWARD: And if getting fraudulent text messages isn’t bad enough, 

watch out for bogus call centres that rely on fooling you with their voices.  That’s 

vishing. 

 

BEER: Vishing is based on voice.  The e-mail is sent to the end user.  

He or she is instructed to phone a phone number.  By phoning the phone number what 

he’s presented with is the bank’s telephone banking system and there often the voices 

have been duplicated, the music has been duplicated and the end user then is asked to 

enter or record his personal details on the false bank’s telephone banking system and 

then they’re used by the fraudsters for illegal activity. 

 

HOWARD: The crimes are adding up.  Last year in the UK, online 

banking fraud losses alone rose by 44%.  Internet fraud expert Simon Moores, who 

runs the E-Crime Congress, says this is because it’s no longer individuals but large 

organised gangs who are involved. 

 

 



 

MOORES: If I think back to the first e-crime congress, we were worried 

by issues such as viruses and online vandalism.  Five years on, it is serious and 

organised criminal intent where you have gangs that may have been involved in drug 

smuggling, in arms, in terrorism, anything you can think of, trying to find ways of 

stealing personal information so they can access your bank accounts and steal large 

amounts of money from a great number of people in one fell swoop. 

 

HOWARD: One anti-fraud service estimates there are almost 3,000 

phishing sites currently active online.  Professor Ross Anderson from Cambridge 

University’s Computer Lab believes half of all phishing attacks can be traced back to 

just one group of criminals. 

 

ANDERSON: Last year phishing losses in the UK were about £35 million 

and there were several times that much in the USA.  Evidence is emerging that over 

half of this is being done by one gang in Russia.  Now even when they got locked up, 

they’ve still managed to train up in their wake a whole load of other gangs. 

 

HOWARD: How has this Russian gang managed to be that successful? 

 

ANDERSON: Well the Russian gang has been successful because they’re 

technically competent.  The disturbing thing about the last couple of years is that 

we’ve seen specialisation of villains - there’s one lot of people who’ll write the 

exploits, another who will run the phishing websites, another will have the leg man to 

do the cash out - and this means that it’s no longer necessary for a bad guy to run the 

whole operation himself from top to toe. 

 

HOWARD: This congress is shrouded in secrecy.  Most of the working 

sessions are being held behind closed doors, so I’m not allowed in to hear the latest 

techniques being used to fight e-crime.  But FBI special agent Keith Mularski has told 

me they are having some success. 

 

MULARSKI: In the last 6 months, we had a case called Card Keeper where 

we had seventeen arrests globally - some here in the UK, some in Romania as well.  

You can get 3 to 5, 3 to 7 years is generally what the punishment is.  And one of the 

 



 

things that we’re looking at too because this is really organised crime, racketeering 

charges is something that we may want to pursue as we start looking at these groups 

as well. 

 

HOWARD: Given the increasingly global nature of this kind of crime, the 

mood here is it will take a huge coordinated effort by companies and governments 

across the world if e-criminals are to be defeated. 

 

LEWIS: Thanks, Bob. 

 

Now the Office of Fair Trading ratcheted up the pressure on high street banks this 

week by converting its review of bank penalty charges into a formal investigation.  

That will give it the power to make individual banks justify charges of around £30 a 

day for unauthorised overdrafts or bouncing a direct debit payment.  It also revealed it 

was broadening its enquiry to cover the whole pricing structure of retail banking . The 

Office of Fair Trading promised more details next month, but it refused the offer to 

come on Money Box today and explain why it was taking these steps.  Angela Knight, 

Chief Executive of the British Bankers’ Association though, gave me her reaction. 

 

KNIGHT: Well I think that it was a fair announcement that they made.  

They have recognised that the whole issue of bank accounts is actually quite a 

complex one, and a point that the banks and ourselves have been making to the OFT 

is that to look at one narrow part of what is actually quite a complex product - and 

that’s the current account - doesn’t give the full picture. 

 

LEWIS: But apart from the in-depth study of retail bank pricing, the 

OFT made a second announcement, didn’t they, that they are now going to proceed to 

a formal investigation into the fairness of bank current account charges?  That’s a 

major step. 

 

KNIGHT: All of this, you can argue quite rightly, represents quite an in-

depth look at banks and the area of current accounts, but it is better to now conclude 

looking at this but in a rounded perspective because in this area - the fairness of bank 

current account charges - we’ve got an immensely good story to tell because after all 

 



 

80 or so percent of all those individuals, many, many individuals, who have bank 

accounts - as far as their current account is concerned, they don’t have a bank charge. 

 

LEWIS: Now that the outcome of the OFT review has been put off for 

at least until the end of the year, what will your members be doing when customers 

challenge bank penalty charges?  Will they still be paying up? 

 

KNIGHT: As you know, they’ve always maintained and still maintain 

that the fee they charge for that particular service is legal and it’s a fair fee. 

 

LEWIS: I know, but they refund it when people complain. 

 

KNIGHT: Well it’s for individual banks to continue to deal with 

customer complaints.  They’ve got to have regard obviously to their banking terms 

and conditions and you know their complaints handling policies and procedures, and 

they at the moment will be deciding exactly what their procedures are in this 

particular area. 

 

LEWIS: Angela Knight of the British Bankers’ Association.  Well with 

me is Martin Lewis, founder of MoneySavingExpert.com, which this week announced 

that more than 2 million letters have been downloaded for people to claim back bank 

penalty charges.  Martin, Angela Knight welcoming the OFT report, but is this good 

news for the banks? 

 

M. LEWIS: I do hope not, Paul.  I think in the meantime it means carry on 

reclaiming, nothing’s changed.  Keep reclaiming.  If you ask, I am sure they will keep 

giving you your money back.  In the long-term I think it means the OFT has decided it 

wasn’t going to win this way round, so it’s going to have to do a full investigation  

and I hope the end result of that is that bank charges are declared as being totally 

unlawful, the banks are made to drop them right down to around £5 and everybody 

who has been overcharged in the past will get their money back.  Fingers crossed.    

 

LEWIS: But it’s penalty charges that are unlawful because of the 

technicalities, so of course the banks now say they’re not penalty charges, they’re fees 

 



 

for a service. 

 

M. LEWIS: Well I tell you what, I got an anonymous letter from an insider 

at a bank who was asked to change the terms for the OFT submission from penalty 

charges to service charge.  Nonsense!  The banks know they’re on a loser here. 

 

LEWIS: But if the OFT does do this and if they do come down to say 

£5 or less, will we see other charges rising?  Will we see, as many have feared, the 

end of free banking? 

 

 

M. LEWIS: Well first of all the OFT can’t do anything, the OFT can only 

give an opinion, and if it then goes to court and gets a ruling.  Will we see other 

charges rising?  They’ve been rising for the last 4 or 5 years.  Banks are constantly 

trying to add little charges on top of us.  If you’re asking specifically will we see the 

end of fees free banking if you’re in credit, my answer is no.  The market’s too 

competitive.  Alliance & Leicester have said it won’t do it, Barclays have said it 

won’t do it.  Frankly any bank who did it would haemorrhage customers to all the 

other banks who are still offering it fees free.  We’re on a winner at the moment . We 

are winning, the consumers are winning. 

 

LEWIS: Well consumers are winning, but of course the banks have a 

fair point, don’t they?  These are people who’ve gone overdrawn without permission, 

taking the bank’s money without permission.  Some people might even call that theft.  

Isn’t it reasonable there should be a penalty for doing that? 

 

M. LEWIS: Yes and that penalty should be in proportion to their cost, 

somewhere between £2 or £5 would right.  But you know, I always use the same 

analogy, Paul.  If I walked up to you in the street and told you I was going to punch 

you in the face and then I punched you in the face, the fact I’d told you I was going to 

do it doesn’t make it lawful; and the fact that banks tell us it’s in their terms and 

conditions doesn’t make it lawful.  They’ve been taking our money unfairly for years.  

Everybody out there who’s had a penalty charge in the last 6 years should be 

reclaiming it. 

 



 

 

LEWIS: And do you think the banks will carry on paying up, waiting 

for the OFT? 

 

M. LEWIS: They’ve not gone to court yet.  We’re at 2.1, 2.2 million 

template letters downloaded and the other websites out there are doing it as well.  The 

banks have never stood up for themselves.  If you push them, they will pay. 

 

LEWIS: Martin Lewis of MoneySavingExpert.com, thanks. 

 

 

 

Now new mothers got more rights if their babies are due from Sunday.  Paid 

maternity leave goes up from 26 weeks to 39, rights to a full year’s leave are extended 

to more women, and if the mother and her employer agree she can go back to her 

workplace for up to ten separate days to keep in touch with her job.  The changes are 

just the latest in a long series of improvements in the rights at work of new parents.  

But this week research from the Equal Opportunities Commission illustrated how 

hard it is for mothers and their employers to keep up.  Caroline Slocock is the EOC’s 

Chief Executive. 

 

SLOCOCK: We’ve found a real knowledge gap at work about the rights 

and responsibilities of pregnant women and their employers and it’s leading to a high 

cost in terms of discrimination.  Women are telling us about being treated unfairly 

both when they’re pregnant and when they return to work.  Only 4 in 10 women said 

that employers really knew what their rights and responsibilities were, which I think is 

quite shocking. But we’ve also found that half of the mothers who reported back to us 

didn’t know what they’re entitled to. 

 

LEWIS: Well that was Caroline Slocock from the EOC.  Live now to 

talk to Sarah Veale who’s Head of Equality and Employment Rights at the TUC.  

Sarah, the EOC and another survey this week from Payroll Professionals found that 

many mothers and many employers don’t know the law.  Are you surprised at that? 

 

 



 

VEALE: I’m afraid I’m not surprised.  The law is quite complicated 

and I think perhaps there’s a message there for the government to do far more to 

ensure that women of working age know what they will be entitled to should they 

become pregnant.  I think the other problem is that if employers don’t know, quite a 

few employees do rely on their employer to be able to give them the right 

information. 

 

LEWIS: So it’s possible that employers are giving the wrong 

information and maybe even breaking the law? 

 

VEALE: I think that’s perfectly possible and probably happening quite 

often. 

 

 

LEWIS: Just remind us, babies due from Sunday and later - and it’s 

babies due on Sunday whenever they’re actually born - remind us what those mothers 

will get compared to what they get the day before. 

 

VEALE: Well at the moment they get £108.85 Statutory Maternity Pay, 

and from tomorrow, April 1st, they’ll get £112.75.  So a decent increase, although you 

would expect the TUC to say we think it could be a bit more generous.  There’s also 

very important changes in the maternity leave that you’re entitled to.  You’re now 

going to be able to get 39 weeks - that’s 9 months paid maternity leave as opposed to 

the previous 6 months - and you can also have an additional 3 months, giving you a 

whole year, although the final 3 months wouldn’t be … you wouldn’t get Statutory 

Maternity Pay.  You might of course get money from your employer.  Good 

employers will often pay extra contractual maternity pay.  And the other good news is 

that this does apply to adoptive parents, so if you’re adopting a child, a baby, then this 

will apply to you as well. 

 

LEWIS: Yes.  And there is this strange difference, isn’t there, between 

qualifying for the leave and qualifying for the pay? 

 

VEALE: It’s something that we find ridiculous actually, frankly.  

 



 

There’s two different systems: one is a benefit and is under the auspices of the 

Department of Work and Pensions; and the other is an employment rise under the 

auspices of the Department of Trade and Industry.  And I have to say in fairness to 

employers, I’m not surprised that they get into a muddle because the two things are 

different.  They’re different periods of time and also there are different qualifying 

periods, so you can get maternity leave unpaid from the day you start with an 

employer, but to get the pay you have to have worked for that employer for 6 months 

before the 15th week before you have the baby.  So I can see why that’s pretty 

confusing. 

 

LEWIS: Yes, but in a sort of shorthand way you can arrive pregnant 

and get the leave, but you can’t arrive pregnant and get the pay. 

 

VEALE: Exactly. 

 

LEWIS: That’s sort of roughly it if you add the weeks up, isn’t it? 

VEALE: That’s exactly right. 

 

LEWIS: Now this is good news for mothers and indeed for parents 

generally, there’s no doubt about that, but some small employers find it difficult, 

don’t they, when they do employ young women and they find that they’re pregnant 

and they have to fill the gap for a year.  It’s very difficult for small employers to 

afford those costs. 

 

VEALE: Well they get 90% of the first lot of maternity pay back from 

the government. 

 

LEWIS: Sure, they get the pay back, but they’ve got to hire someone 

else, train someone else, they’re not sure if the mother’s coming back.  These are the 

kind of points small employers make to us. 

 

VEALE: Well they do, but I’m afraid they just have to accept that 

because they’re small employers doesn’t mean that they have any less responsibility 

to the woman than the larger employers.  Obviously we would welcome the 

 



 

government giving perhaps a bit more help - and I can certainly see a very strong 

argument for perhaps the Inland Revenue taking over the payment of maternity pay 

because I can see that that’s quite difficult and perhaps more help from the 

government with assisting small firms in getting temporary labour and so on in and 

handling the absence, yes. 

 

LEWIS: And another new thing we haven’t mentioned is a new idea - 

these keeping in touch days for women who are on maternity leave.  How do they 

work? 

 

VEALE: Well that’s a very good principle.  What happens is that you 

can come in for up to 10 days while you’re on maternity leave, by agreement with 

your employer - it can’t be more than 10 and they can’t make you do this - but the 

idea is that employers have found it quite difficult to strike a balance between keeping 

you informed, which you need to be actually if you’re coming back to work, and 

intruding into what should be a private time for you and your baby.  So the idea of 

this is that you’re invited to come in, spend a day in the workplace perhaps meeting 

new colleagues, looking at new systems that might have been introduced.  But you’re 

not really … in fact you’re not supposed to be coming in there to do a day’s work and 

I think if someone were to be asked to come in because the temp hadn’t turned up at 

sort of two minutes notice, they would be absolutely right to refuse to do so.  So I 

think employers will have to use this carefully. 

 

LEWIS: Sarah Veale, thanks very much.  And maternity, paternity and 

adoption rights are the topic for Money Box Live here on Radio 4 on Monday 

afternoon and meanwhile you can tell us what you think on our website, 

bbc.co.uk/moneybox, through Have Your Say.   And Bob Howard’s with me.  Good 

news, Bob, for several hundred thousand people who were caught by a banking glitch 

this weekend. 

 

HOWARD: That’s right, Paul.  We understand that now around 70% of 

people affected have now been paid and the rest will have the money by Monday, but 

in the meantime there’s obviously a risk that bills and mortgage payments could 

bounce.  The banks have promised to refund any charges customers incur as a result.  

 



 

If you’re affected, you may not be able to get money from a cash machine this 

weekend.  You could try getting cash back on your debit card, although make sure 

you tackle your bank about any overdraft penalties which follow. 

 

LEWIS: Thanks, Bob.  And don’t forget to buy your first class stamps 

before they go up on Monday.  4 pence off if you buy first class large stamps this 

weekend.  That’s it for this weekend, for today.  You can find out more from the 

helpline - 0800 044 044, our website, bbc.co.uk/moneybox.  Money Box Live on 

Monday, as I said.  I’m back next weekend.  Today the reporters were Chris A’Court 

and Bob Howard, the producer Jennifer Clarke and I’m Paul Lewis. 

 


