
BRITISH BROADCASTING CORPORATION    RADIO 4 

 

 

 

 

 

 

TRANSCRIPT OF “FILE ON 4” – “BORDER SECURITY: ALL AT SEA?” 

 

 

 

 

 

CURRENT AFFAIRS GROUP 

 

 

 

 

 

TRANSMISSION: Tuesday 30
th

 September 2014 2000 - 2040 

REPEAT: Sunday 5
th

 October 2014  1700 – 1740
 

 

 

 

 

REPORTER: Allan Urry 

PRODUCER: Emma Forde 

EDITOR: David Ross 

 

 

 

 

 

 

PROGRAMME NUMBER: PMR439/14VQ5530



- 1 - 

THE ATTACHED TRANSCRIPT WAS TYPED FROM A RECORDING AND NOT 

COPIED FROM AN ORIGINAL SCRIPT.  BECAUSE OF THE RISK OF MISHEARING 

AND THE DIFFICULTY IN SOME CASES OF IDENTIFYING INDIVIDUAL 

SPEAKERS, THE BBC CANNOT VOUCH FOR ITS COMPLETE ACCURACY. 

 

“FILE ON 4” 

 

Transmission:  Tuesday 30
th

 September 2014 

Repeat:  Sunday 5
th

 October 2014
 

 

Producer:  Emma Forde 

Reporter:  Allan Urry 

Editor:  David Ross 

 

ACTUALITY AT PORT  

 

URRY: Containers being unloaded from a ship in port.  

Millions of these steel boxes are handled on Britain’s docksides every year.  How do we 

know what’s really in them?  Last month Afghan refugees were discovered inside a sealed 

container at Tilbury Docks.  In Calais there’s a daily battle to stop migrants and refugees 

from entering illegally.  So are our defences up to the challenge?  We’ve discovered scanning 

of cargo at some ports only happens two days a week. And we’ve been told staff shortages 

mean security checks are compromised as passenger queues take priority. 

 

ROBERTS: We’re into nefarious groups trying to break their way 

through and using new means, using new ways of how they try and enter a country, not afraid 

of trying to bring a threat to the UK.  And to that extent, the current system of borders control 

that we have is being severely tested. 

 

URRY: So at a time when this island nation is under increased 

threat from terrorism and illegal immigration, File on 4 investigates how secure the UK’s sea 

borders really are. 
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SIGNATURE TUNE 

 

ACTUALITY AT PUB 

 

URRY: Nigel Wydymus runs a pub, just along the coast from 

Dover with a view out over the sea. 

 

WYDYMUS: It’s a small bay, it sits literally right on the English 

Channel, we’re the closest point to France and we can see it most days, it’s 22 miles and it’s a 

nice secluded bay just sitting in the background. 

 

URRY: People come to St Margaret’s Bay for a drink or to sit 

on the beach beyond, but this summer the landlord’s been noticing other, uninvited visitors. 

  

WYDYMUS: I was just having coffee, came down, looked out and at 

first I thought it was an exercise - I could see the border control cutter, the lifeboat and a 

couple of small dinghies, just thought it was an exercise. Then the more you look, you realise 

it wasn’t  an exercise and what they were actually doing was they’d caught a boat  that had 

come in, a very small boat, probably the size of a dinghy that would go on the back of 

a yacht, probably about eight people on it. 

 

URRY: They’d tried to land illegally. This time the border 

authorities intercepted them.  But a few mornings later, an even larger group managed to get 

ashore unhindered. 

 

WYDYMUS: There’s a cliff just a hundred yards away from us and 

they just came around the base of the cliff.  It was a fairly calm day, but they just didn’t look 

right, so I went down to have a look and there was a pile of smartphone cards and the things 

that they’d just left which people don’t generally do. 

 

URRY: You got suspicious? 
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WYDYMUS: Well, they just didn’t look right and you’re always 

watching people who might get stuck on the cliffs.  We've got a car park just next to us, and  

there were about three or four cars there, and they came around, got changed, got into the cars 

and drove off.  We phoned the coastguard and the Border Agency.  The Border Agency came 

down, apparently went and looked into it, don’t know what happened then. 

 

URRY: This is the cat and mouse game being played out 

between the UK Border Force, responsible for securing our coastline, and illegal immigrants 

desperate to cross the Channel.  Here, the Force has vessels on patrol, but elsewhere there are 

gaps. 

 

ACTUALITY ON BEACH 

 

URRY: The stretch of coastline between Weymouth in Dorset, 

and Plymouth in Devon is more than a hundred miles long.  It’s an area of breath-taking 

beauty, one I know well through walking the cliffs and paths here close to the sea.  There are 

dozens of coves, inlets, estuaries and beaches that make it attractive not just for walkers and 

leisure boaters, but to criminal gangs who exploit the seclusion.  This is where they’ve been 

landing foreign nationals to avoid immigration checks - hundreds of them.  It’s part of an 

organised people smuggling ring. 

 

DELRIEU: Dozens of people, including French fishermen were 

arrested.  That network was using private boats to smuggle Albanian citizens from the French 

region of Brittany across the Channel to the south coast of England. 

 

URRY: Pierre Delrieu is a French journalist who’s been 

following the case. He says the authorities made a breakthrough when they intercepted a 

swanky yacht that was supposed to be bound for more exotic waters. 

 

DELRIEU: They arrested two French boat captains.  They had 

hired a luxury boat on the pretext of sailing to Caribbean, but they were arrested off the coast 

of Normandy with about fifteen Albanians on board.  Those captains told them that they were 

recruited by a wealthy Kosovan - that eventually led them to the arrest in June, along with a  
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DELRIEU cont: number of his associates.  We are also looking at about 

two hundred immigrants that were smuggled over fourteen trips, mostly in 2012.  The 

immigrants had to pay between €5,000 and €10,000 per trip – that’s about £4,000 to £8,000 

per individual, and that could reach up to £12,000 for a family. 

 

URRY: Fifteen migrants were detained, but up to two hundred 

Albanians are thought to have already been landed in Britain.  File on 4 asked the Home 

Office if they’d been found, but we didn’t get a reply.  In France a criminal trial is pending.  

So what’s out there keeping an eye on the eleven thousand miles of Britain’s coastline?  Not 

much, according to Peter Roberts, Senior Research Fellow for Sea Power Maritime Studies at 

the Royal United Services Institute. 

 

ROBERTS: The main role of surveillance in UK territorial waters 

and outside that falls to the Royal Navy.  The Royal Navy is deployed worldwide, so their 

actual presence in the UK waters is relatively small. Then you have the Maritime Coastguard 

Agency, but by no means are they specifically looking for nefarious actors, drug smugglers, 

people smugglers.  They’re doing search and rescue tasks.  Then you have the Borders 

Agency, you have what was Customs and their cutters that are doing work, but all these 

assets are very tactical, they’re very limited in what they can see.  They control the water and 

survey the water around them for a very small period.  In the air, we used to have a maritime 

patrol aircraft capability - that’s gone, and whilst there are some assets out there, certainly not 

enough to give a full picture. 

 

URRY: It’s pitifully small and lacks co-ordination, according 

to Peter Roberts. There is a National Maritime Information Centre, but he’s concerned that its 

role hasn’t been adequately defined. 

 

ROBERTS: It’s supposed to be doing this fusion of intelligence. 

It’s supposed to be bringing together every piece of intelligence related to the sea that could 

be a potential threat and then providing the Government with an information feed that allows 

it to do something.  But its role is neither strategic nor tactical and that’s where the key 

failing is.  Whilst everyone, all the agencies arrive and throw in their information, there’s no 

understanding of whether they should be looking at single events or whether they should be 
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ROBERTS cont:  looking at the big picture and making 

recommendations on surveillance about where they should surge assets.  

  

URRY: It’s been beefed though, hasn’t it? 

 

ROBERTS: It is being beefed up.  I mean, the plans for it aren’t 

particularly clear.  The role it has pushes it towards the strategic end, so providing the 

Cabinet Office with direct feeds over what needs to be done.  But in doing that itself, it 

removes itself from a tactical level of utility, so it doesn’t take calls from the fisherman that 

says, “I’ve got a guy twelve miles out in a fast boat, four guys in it, they’re all wearing 

balaclavas and they’re carrying a big package and they’re heading towards the coast of 

Dorset pretty fast.”  They don’t take that call and they don’t turn round to the police and say, 

“Right, you need to put someone here in order to pick them up.”  And therefore, the only way 

to make a successful, secure border is through better fused intelligence.  

  

URRY: Is that happening? 

 

ROBERTS: It’s not! 

 

URRY: Surveillance of the coastline around Britain is a big 

challenge.  But you’d at least expect the nation’s designated ports of entry to be secure.  

However they’re not. 

 

EXTRACT FROM NEWS REPORT 

 

REPORTER: Yesterday, at Calais’ boarding gate number 9, this.  

Dozens of migrants running for the Channel and the ferries that cross it.  Behind them … 

 

URRY: For British hauliers the crisis at Calais has reached 

unprecedented levels.  Many are worried that groups of desperate people are able to force 

their way into their vehicles, and they’re calling for better checks by British officials on the 

French side. 

 

ACTUALITY IN LORRY PARK 
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HOPPER: We have 43 trucks, we employ 75 people, we’ve been 

in business since 1975.  We're purely international hauliers, so obviously use the port of 

Calais on a daily basis.  

 

URRY: Kevin Hopper runs Brian Yeardley Continental, long 

distance hauliers based at Featherstone in West Yorkshire. 

So what is it you’re unloading here? 

 

HOPPER: Part of our main business is the transportation of 

chemicals, hazardous and non-hazardous, which again is another reason why really you don’t 

want anybody in your trailers, for the simple reason that some of the stuff we carry can be 

very dangerous. 

 

URRY: Companies can be fined £2,000 per immigrant if 

they’re caught with people in the back of their trucks who shouldn’t be there.  There’s also 

the potential for damage to goods and the danger that someone will be injured or killed.  

Kevin Hopper says he’s already invested £75,000 in extra security measures for his trucks to 

try to stop people from getting on board, but he’s frustrated he’s not getting enough support. 

 

HOPPER: What I’m asking British officials to do is help us as a 

company protect our drivers.  Definitely UK Border Force don’t have the people on the 

ground to actually physically police this problem we’ve got in Calais. 

 

URRY: Can you see that for yourself or is it something you’re 

told? 

 

HOPPER: We see it every day.  My drivers report it every day. 

 

URRY: When you ask them, how many times are you told no, 

we’re too busy or for other reasons we’re not going to …. 

 

HOPPER: Before the media interest, we were told all the time.  

Since there’s been a lot of media, those procedures have improved and tightened up, but 

we’re still getting it.  We had one last week.  The driver had an idea that somebody was in the 
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HOPPER cont:  trailer, so he, as he entered the port he said to the 

French immigration, “I think somebody is in my trailer, is it possible , you know, can you put 

me through the scanner?”  They said, “No, we're busy,” so he then moved on to the English 

immigration, asked them as well if they could put the CO probe in the trailer.  They said they 

were busy. 

 

URRY: What kind of probe is that? 

 

HOPPER: Just a pole with a sensor on the top and they just put it 

on the inside of the curtain in two or three places. 

 

URRY: And this is to detect whether people are breathing, is 

it? 

 

HOPPER: Exactly, yes, it’s a CO2 probe, yes. 

 

URRY: So what was the response to that then? 

 

HOPPER: They said they were busy, just go. 

 

URRY: This was Border Force? 

  

HOPPER: That’s right.  So then he went to the lanes, he was 

queuing in the lanes to get on the ship.  The dog walked around the trailer, the dog didn’t 

detect these people.  He shipped back to the UK and he was going to an RDC, a regional 

distribution centre with his retail product to unload.  Backed onto a sealed loading dock, they 

tipped the trailer and then said to the driver, “Somebody has been in the trailer, driver, there’s 

a hole in your roof.”  They just don’t have the people on the ground policing what they’re 

trying to do.   

 

URRY: No-one from Border Force would be interviewed for 

this programme.  Although this is the experience of just one haulier, a damning report 

published nine months ago by the Public Accounts Committee drew attention to the 

suspension of some checks at Calais.  MPs had been told that frontline staff had been taken 



- 8 - 

URRY cont: away from controls to detect stowaways, in order to 

deal with passenger queues and that freight searching was suspended at times because of 

understaffing.   

 

MORETON: The figures that are being bandied about is that we 

think it’s about 25% short of where it was.  And, like all parts of the civil service, we’ve 

suffered significant cuts.  There were a large number of operational staff  let go over the last 

two or three years of voluntary early releases and that has presented a particular problem.  

 

URRY: Lucy Moreton is General Secretary of the Immigration 

Services Union.  She speaks for members who are operational staff.  She says shortfalls mean 

the service is robbing Peter to pay Paul. 

And how are these staff shortages showing themselves in day to day service? 

 

MORETON: For the immigration control, largely in longer queues.  

But also that now the immigration staff are merged with the Revenue and Customs arm that 

form what we used to call Customs Controls at borders, so we’ve got that awful pressure if 

you’ve got a very long queue, what do you do?  Do you have people looking for things that 

people are trying to bring in that they shouldn’t be, or do you have them on the front line 

trying to deal with the queue?  And there is this awful pull between the two sets of resources. 

The political pressure is on, meet the queues, to meet the queuing targets.  Every time there’s 

a breach of queuing targets it has to be reported, so inevitably staff  are being pulled off what 

we call the secondary line to queue bust. 

 

URRY: And secondary line is about security checks? 

 

MORETON: It’s about security checks, it’s about customs 

detections, it’s about firearms, drugs, those sorts of things.   

 

URRY: So are those checks not being done as you have to 

attend to these build-up of queues? 

 

MORETON: They are being done, but there are less of them. 
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URRY: Fewer checks at a time of raised terrorism threat levels. 

It doesn’t sound promising.  The Government recently announced a £12 million package of 

spending spread over three years to help bolster security at Calais.  Minister for Immigration 

and Security, James Brokenshire, points out they’ve also been taking on extra staff. 

 

BROKENSHIRE: Well, we’ve actually strengthened the numbers of 

operational people within Border Force, so in other words the numbers have gone up from 

7,600 now compared to 7,400 last year, so actually ... 

  

URRY: But that’s only after you got rid of a load of them? 

  

BROKENSHIRE: Well, there has been a focus on the resourcing there.  

Indeed at the port of Calais we’ve seen strengthening of numbers of people there and also in 

investment in the technology that aids that screening, seeing that we’ve got the relevant 

detection equipment, seeing that we’ve got the dogs that are able to pick up on stowaways 

and clandestines, the heartbeat detection monitoring.  So there has been a great deal of focus 

at the border on seeing that investment in people and technology. 

 

URRY: Hauliers have been telling us that if they’re suspicious 

that someone has got into the back of their lorry and they go through the checking process at 

Calais, the British authorities are saying sometimes, “No, we haven’t got time to check,” and 

they are waving them through, and indeed they have found themselves, on some occasions, 

bringing in illegals. 

 

BROKENSHIRE: Well, I’d be interested to hear those reports and to see 

if there is evidence of reports being given and action not been taken, because I’m very clear 

that if reports are being made, if hauliers are having concerns that someone may have sought 

to break into the back of their load, that they can come forward and report that in confidence 

in knowing that they will be supported by the French authorities or by other agencies. 

 

URRY: Do you accept that the Border Force is under strength? 
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BROKENSHIRE: I believe that the Border Force operations are 

providing an effective response.  Clearly we look at ways in which we can do things in a 

focused way, which is why intelligence and some of the commitments that have been drawn 

up around working collaboratively with our law enforcement agencies and overseas European 

law enforcement agencies are key to crackdown on the organised crime groups and use that 

intelligence in that focused way. 

  

URRY: If it’s proving difficult to search lorries at places like 

Calais, it’s an even bigger challenge to check unaccompanied freight.  Shipping carries 95% 

of British trade by volume.  Most goods are transported by container – four and a half million 

of them each year are handled at UK ports, and that’s nearly 400 million tons of international 

cargo.  So how good is our security for that?  

 

ACTUALITY AT DOCK 

   

URRY: How big are these cranes? 

 

HITCHCOCK: Well, let’s put it this way, the London Eye fits nicely 

underneath.  They're massive.  

 

URRY: Colin Hitchcock is Harbourmaster and Security 

Manager at London Gateway, the UK’s first new port for thirty years. It’s being developed in 

phases, so to get a sense of what that means in terms of scale, you need to go up one of the 

450 feet tall cranes used to unload ships. 

 

ACTUALITY GOING UP STAIRS 

 

URRY: So, a head for heights is called for.  We’re going into a 

lift now, this is a pretty tight fit.  On to the first level of the crane.  And how high are these? 

 

HITCHCOCK: 138 metres.  We’ve had instances here where we’ve 

had a low cloud base, and you can come up the top here and the arms or the booms of the 
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HITCHCOCK cont: cranes are out, and there’s like a carpet of cloud, just 

like you’re in an aircraft.  Not yet.  Keep going.  We’re there now.  We’re standing by all the 

turn gear at the back of the crane and from here you can see Canary Wharf, which is about 

twenty miles away, you can see Basildon, you can see Southend and you can see London 

Gateway spreading out, basically seven square miles of port and logistics park.  The way of 

moving products in this day and age is by container, you get containers of ten, twenty, forty 

and forty-five feet in length.  We’re talking vessels up to sort of 400 metres in length now 

that carry 18,000 containers. 

 

URRY: The port will eventually have a capacity of three and a 

half million containers a year, or TEUs as they’re called in the trade.  It’s already capable of 

handling one million.  That volume of cargo and the speed with which it needs to be turned 

around poses a considerable security challenge. 

You pick up attempts to smuggle contraband, do you? 

  

HITCHCOCK: Daily. 

 

URRY: Daily? 

  

HITCHCOCK: Daily. Yes. The biggest problem to any port or any 

European port is drugs coming in, because, you know, we deal with all over the world and 

there’s certain areas of the world that it’s prolific, drugs production.  And then there’s certain 

items, like high value cars are going out.  So it is a constant battle about what’s coming in 

and what’s going out.  We’re dealing with people that are always one jump ahead of you, 

they’re always trying something new, they will always try a different angle.  Things that have 

happened recently you would never even consider, you know, and then that becomes the 

norm, but there’s never a norm.  We’ve decided to up how many sort of people we search, we 

search the person, we search the cab, we search the actual container itself, you know.  You 

get drivers, “Oh, this never happens in other ports, mate.” 

 

URRY: So when a driver says to you it never happens in other 

ports, mate, should it? 
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HITCHCOCK: Yes, it should.  Yes, it should, it should happen 

everywhere.  We are in a very unpleasant world at this present time and we’re a soft target, 

we’re too nice and I think we need to sort of pull our socks up and, you know, we’re doing it 

here, but I think everyone needs to pull their socks up and realise the threat at the door. 

  

URRY: Four and a half million containers a year can’t all be 

checked. It would bring trade to a standstill.  Instead security relies on an intelligence-led 

approach. But a report by the independent Chief Inspector of Borders raises concerns about 

what’s being selected for scrutiny.  John Vine, a former Chief Constable who leads the 

inspectorate, found Border Force staff were spending too much time examining loads they 

didn’t need to. 

 

VINE: When we looked at the handling of freight, we found 

that there was quite poor targeting of where staff were focusing their searching efforts.  We 

found that only 1% of the searches that were being conducted resulted in some form of 

seizure.  I made a recommendation to say that that should really be looked at and it should be 

improved. 

 

URRY: I think you were critical of the fact that they were 

examining too much low risk cargo when their job really was to identify the high risk bits. 

 

VINE: Yes, that’s correct, I mean they… I basically said that 

they were not focusing their efforts on the areas that were going to lead to the most finds, and 

that’s something clearly that managers and the Home Office needed to address and I believe 

they accepted that recommendation. 

 

URRY: Is enough being done on container checks then? 

 

VINE: Well, I found at the time of inspection that more could 

be done on container checks.  I mean, the Border Force had lost a lot of experienced staff, 

they had been doing checking of vehicles and containers for a long period of time, they’d 

now left the organisation, and I was told that they, in many cases, they hadn’t been replaced.  
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VINE cont: So there’s always more I’m sure that can be done on 

container checks, but if you go to Dover you’ll see the extent of the problem, it’s a massive 

operation.  And clearly, whilst the Home Office has a responsibility to ensure the border is 

secure - and that’s very important - we also have to make sure that trade between Britain and 

the rest of Europe is not impeded, so there’s always a balance to be struck in terms of the 

checks that you can do. 

 

URRY: But have they got the balance right?  File on 4 has been 

told by the British International Freight Association, a trade body, that at some ports Customs 

scanning equipment isn’t in use for much of the working week. Chairman Carson McMullan, 

who also runs a freight forwarding business, says that’s certainly the case where his company 

is based. 

 

MCMULLAN: Staffing levels at ports such as Belfast have been really 

reduced over the last years.  Now, for example, in our own company over the last year, we 

have done some two and half thousand Customs declarations and not one of those has been 

called for examination.  In Belfast we have a scanning machine, but it is only used twice a 

week and yes, you may say it should be used more, but apart from not having enough staff to 

man that, freight forwarders themselves would not want 100% examination, because it would 

tie the system in knots. 

 

URRY: Is that something unique to Belfast or does it happen in 

other parts of the UK? 

 

MCMULLAN: I am sure that in other parts, scanning isn’t 24/7.  That 

does not happen in the UK.  I cannot speak for other ports exactly what they do, but I’m sure 

100% of consignments or anything like it, are scanned at the point of importation. 

 

URRY: It’s difficult to get figures on checks.  We asked the 

Home Office how many were done, but they didn’t tell us.  Questions have already been 

raised about the quality of some intelligence data, used by the authorities and the fragility of 

the IT systems that contain them. This came to light in the aftermath of the controversial  

e-Borders programme, which sought to gather passenger information to help assess risk, but 

which ran into serious difficulties.  An independent inspection of that mess revealed a key 
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URRY cont: database dealing with Customs intelligence from 

freight was unstable and in danger of collapse.  John Vine, who leads the Inspectorate, found 

the system, called Centaur, was clogged up with low-grade information.  In an attempt to 

clear that, hundreds of thousands of intelligence reports had been deleted without being 

properly checked. Centaur wasn’t being given enough priority. 

 

VINE: There was not the same level of concentration on 

looking at the intelligence from the database that told the authorities about offenders on the 

Customs side.  And so we found that many records were then being deleted on the Customs 

side rather than analysed and acted upon.  

 

URRY: Nearly three-quarters of a million … 

 

VINE: Yes, and that was … 

 

URRY: … were got rid of. 

 

VINE: And that is an opportunity that the authorities are 

missing in terms of intercepting people who might be smuggling contraband into the UK, so I 

was critical of the authorities in that respect, because I thought that a better balance ought to 

be achieved between the two.  There were opportunities to intercept people being missed 

because that data wasn’t analysed in a thorough way.  I made recommendations, they were 

accepted by the Home Office and that’s something that the Home Office now needs to 

address. 

 

URRY: It is estimated that at least two hundred of the wiped 

records contained enough intelligence to lead to seizures.  In his interview for this 

programme, Immigration and Security Minister James Brokenshire, preferred to emphasise 

some of the good work he’s seen in action. 

 

BROKENSHIRE: On the databases and systems that we use, clearly that 

is always going to be a constant refinement, but I think that we need to focus on the 

intelligence-led work the Border Force are doing day in, day out, and there is this essential  
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BROKENSHIRE cont:  fusion that you see on the ground, as I have done, 

seeing the Border Force officers using that intelligence, using their knowledge as either 

vehicles or containers come through ports to ensure that we are providing that effective 

response, but we obviously look at improvements and enhancements that can be made. 

 

URRY: So what’s being done about the Centaur database, the 

one the inspector made a recommendation about? 

 

BROKENSHIRE: On all of our work we reflect carefully on the 

recommendations that the chief inspector provides to us and therefore we look to always take 

that into account in our ongoing improvement work on targeting containers, targeting 

vehicles, targeting that organised crime. 

 

URRY: But these inspection reports show there has been poor 

targeting of freight. 

 

BROKENSHIRE: That’s certainly not the picture that certainly I’ve seen 

in my visits over recent months, of seeing Border Force using their targeting.  Obviously this 

can always be enhanced. 

 

URRY: Part of this ongoing improvement is by creating 

membership schemes for trusted operators who meet certain standards. Whilst priority 

checking is supposed to be given to freight that might be cause for suspicion, trustworthy 

shippers who sign up to best practice initiatives are more likely to get waved through 

unchecked.   

 

EXTRACT FROM NEWS REPORT  

 

NEWSREADER: Good afternoon.  One man has died and many others 

are seriously ill after 35 people were found in a shipping container at Tilbury Docks in Essex.  

Basildon Hospital say …. 
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URRY: When a group of Afghan Sikhs were discovered inside 

that container at Tilbury last month, much of the attention understandably focused on the 

plight of those who were desperate enough to risk their lives inside a locked steel box on 

board a ship. What exactly happened remains to be seen.  But for Lucy Moreton of the 

Immigration Services Union, it raises wider and more general security questions. 

 

MORETON: We can’t possibly check every piece of freight that 

comes into the UK; we’re reliant as an island nation of huge amounts of freight crossing our 

borders both by air and by sea.  There’s no way to check all of that without catastrophically 

disrupting business.  If there was a belief that they can’t get in to a bonded sealed container 

that just goes straight into a bonded holding section, then that’s obviously not the case 

anymore. 

 

URRY: And it’s the bonded system you’re talking about that’s 

taken on trust, isn’t it?  So what is that system? 

 

MORETON: That’s the concept that you load your container in a 

safe environment, that is sealed and it shouldn’t be possible to get into it once it’s been 

loaded and sealed.  It obviously relies on the trust of the shipping agents who are loading it.  

It tends to be something used by a lot of the very big names, and the assumption is that 

what’s brought in, what’s in that container is what’s actually on the manifest.  And we have 

to operate on that trust just because of the sheer volume of equipment that comes in. 

 

URRY: And what’s the protocol that they have to observe then 

in order to satisfy people that they can be taken on trust? 

 

MORETON: My understanding is that these are organisations that 

have been vetted by the border authorities on both sides of the border and that they’re given 

the facilities within secured and safe environments to load their cargo, seal it correctly.  It can 

then be transported and stored in the UK, so it’s not actually checked on arrival, it’s put in a 

holding section.  
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URRY: The bonded system to which Lucy Moreton refers is, in 

fact, a flagship programme, approved by the World Customs Organisation and adopted by the 

UK authorities.  It’s known as Authorised Economic Operator status, or AEO.   Those in the 

scheme are offered quicker access to simplified Customs processes, and can be fast tracked 

through security procedures.  But Peter Roberts, senior research fellow at the Royal United 

Services Institute, says there’s a problem with systems based on trust. 

 

ROBERTS: We’re into nefarious groups, nefarious actors trying to 

break their way through and using new means, using new ways, not afraid to break with 

traditional models of how they try and enter a country, not afraid of trying to bring a threat to 

the UK through another, more innovative use of traditional methods.  And to that extent, the 

current and legacy system of borders control that we have is being severely tested.  If a guy 

signs off from the Customs Authority at the Panama Canal that a container coming out of 

Peru is secure, it effectively gets a green light to enter the UK.  This is a ridiculous system. 

How do we know that that Customs official has not been bought off?  So this system of trust, 

of bonds, of processes really requires re-examination.  And there are some painful answers 

there, because it breaks what the UK relies on, which is a rules-based system of performance 

across the international community. 

 

URRY: The weaknesses in this system of rules are known by 

some criminals, who can plot their way round this highly complex world of shipping 

logistics. The wealthy ones can buy expertise that will defeat even the most sophisticated 

forms of protection.  Ports are being targeted.  

 

ACTUALITY IN CONTROL ROOM 

 

HITCHCOCK: We’re now in the heart of the terminal, this is the 

control room.  So you can see these displays here, so we’ve got a wall, a bank of cameras that 

are looking at where all the action is taking place and then monitoring it. 

 

URRY: At London Gateway in Essex, they say they’re doing 

all they can to ensure nothing gets through. Head of Port Security, Colin Hitchcock, showed 

us part of the surveillance system. 

Almost everything that goes on here is controlled by computer, isn’t it? 
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HITCHCOCK: Yes, I would say there’s about eight or nine systems 

and they’ve all been chosen very, very carefully so they all interlink, so access control system 

will talk to the gate operating system, the gate operating system will talk to the vehicle 

booking system, the vehicle booking system will then talk to the terminal operating system, 

and in fact our computer room is: a) the most secure room in the whole place because it has 

to be.  The security system in there are virtually like a bank.  Wiring has to be doubled up.  If 

we have a problem here, there’s a resilience, so it all can be covered. 

 

URRY: The buildings that house the computers may be very 

secure, but what happens if you can break in from the other side of the world?  That’s not 

been a problem at London Gateway, but other, much larger European ports have been 

targeted by organised crime remotely - from cyberspace. 

 

KERKHOF: There was a criminal organisation which infiltrated a 

shipping line’s computer system by installing malware, computer programs, viruses. 

 

URRY: John Kerkhof is in charge of IT systems at the Port of 

Antwerp and he works closely with Antwerp’s main business partners.  An international 

drugs cartel targeted computers at shipping lines that were part of the wider port community.   

 

KERKHOF: The organisation’s platform system sent screenshots of 

the user’s screen to central server.  In that way they obtained information about the cargo, the 

location of the cargo, the security codes to pick up the cargo from the terminals and so on – 

all that kind of information, which is normally handled in shipping line’s computer system.  

They got access to that information by virus, by installing a virus on the system. 

 

URRY: The gang made sure that lorries were standing by to 

move fast.  They’d already stashed tons of class A drugs, hidden among the freight. 

 

KERKHOF: They needed the information to pick up the container 

so that they could get to the things they put along with the cargo, then they were able to pick 

up the container before the rightful owner could do that.  The procedure to pick up a 

container is that the shipping line sends a notice of arrival of the box to the consignee and that 

consignee also gets a pick up reference code.  He goes to the terminal to pick up the 
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KERKHOF cont: container, he enters the code.  If it matches, then the 

system releases the box and you can pick it up, and that kind of information was stolen from 

the shipping line’s system.  Criminal organisations, they try to put the drugs into a container 

on a cargo flow which has low risk, so big companies doing huge traffic are also vulnerable. 

 

URRY:  But their way of getting a large volume of drugs out of 

the port was to target a number of different shipping lines? 

 

KERKHOF: Yes, and different ports.  Antwerp was not the only 

affected port. 

 

URRY: Which were the other ports? 

 

KERKHOF:  It has happened in Rotterdam. 

 

URRY: Same gang doing the same thing? 

 

KERKHOF: Don’t know if it is the same gang, no. 

 

URRY: It’s the same method they are using, is it? 

 

KERKHOF: The same method, the same method, yes.  It must be 

that those people are well infiltrated into the logistics world. 

 

URRY: It was clever and very effective - so much so that 

afterwards they had another go. This time they used a different method - breaking in and 

physically installing hardware to get access to sensitive information.  More drugs were 

smuggled. In the criminal investigation that followed, Belgian and Dutch police raided 

dozens of homes and businesses.  They recovered two and a half tons of cocaine and heroin, 

along with arms caches, body armour and more than £1 million in cash.  Court cases are 

pending.  Earlier this year, the British Government listed cyber-attack as one of the key risks 

to maritime infrastructure and shipping.  So, given all the threats, is enough being done to 

counter them?  The opposition spokesman, Labour’s David Hanson, claims there isn’t.  He 

says it’s time for a thorough overhaul of border security. 
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HANSON: The issue of how we protect our borders, both against 

smugglers and against individuals coming in who could do us harm, is extremely important – 

it’s one of the vital functions of government, and I think it’s under increasing strain at the 

moment.  This is not a political point or even an attack on the Government; the key thing is 

that challenges are changing, the challenges are increasing and the pressures on the system 

are increasing, so we do need to have a much more focused response, and that focused 

response means we have to be much more flexible, and that means we’ve got to look at some 

of the things that we’re not currently looking at, which is, for example, increasing the use of 

sniffer dogs, increasing the use of CCTV. 

  

URRY: In terms of the actual checks that we do then, once 

goods arrive here, how much more can be done without actually affecting trade? 

  

HANSON: We need to ensure that the checks are smart.  We need 

to look at targeting particular types of freight that’s coming in, doing random checks on that 

freight.  We can’t check every container, we can’t check every individual that comes through, 

but we have to be smart in our targeting of that, and that needs to have intelligence-led 

policing and intelligence-led targeting. 

  

URRY: Isn’t that already there though?  These are supposed to 

be intelligence-led checks, aren’t they? 

  

HANSON: I think we need to review how we’re doing this, 

because we cannot have a situation whereby people are trafficked to Tilbury, where we’ve 

had recently, you know, trafficking containers found elsewhere outside of the port in the 

United Kingdom. We’ve got to look at how we do that in a much more effective and targeted 

way. 

  

URRY:  The evidence we’ve heard in this programme suggests 

there is cause for concern about the way the authorities have been dealing with this issue.  

People arriving illegally on beaches in Dover, in the backs of lorries, and now dying inside 

sealed containers.  Part time checks at some ports, and at others fewer security measures at 

times when passenger queues need to be cleared.  Questions about intelligence data in a 

system led by intelligence. And the new frontier of cyber-crime penetrating European super 
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URRY cont: ports.  It’s a stern challenge for the Government’s 

Immigration and Security Minister, James Brokenshire. 

You’ve got a system based on trust, haven’t you, in terms of partly how you target your 

checks. Is that good enough in this day and age, when we’re facing new threats? 

  

BROKENSHIRE: When we look at our systems, actually they are some 

of our most advanced in Europe.  Of course there is our border systems programme that is 

aimed at enhancing that further.  But absolutely, we do retain that focus on using data that is 

there, as well as the overall checks that are given at the border in addition. 

  

URRY: In overall terms, it looks as though border security is 

creaking at the seams.  Isn’t it time for a review? 

 

BROKENSHIRE: I don’t accept that border security is creaking in the 

terms that you seek to describe.  We have put significant investment into our systems to 

enhance our intelligence picture and to see that our response is focused in terms of dealing 

with the varying threats that the border may have to deal with.  Therefore I think it is right 

that of course we continue to review and reflect, but I’m very clear that our priority is border 

security and that is absolutely where the focus needs to be. 

 

URRY: The terrorism threat remains high, illegal immigrants 

continue to try to cross the Channel.  For an island nation dependent on sea trade, Britain’s 

eleven thousand miles of coastline remains an exposed flank.  

 

SIGNATURE TUNE 


