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ACTUALITY OF PROTEST ON STREET 

 

GREY: Unrest across the Middle East this year – as Arab 

youth protest on the street and on the internet against their rulers.
 
 The regimes have been 

fighting back – spying on their people with latest in computer technology, much of it supplied 

by Western companies. 

 

AL KHANJAR: They told me many things about my calls and 

interrogated me, especially from my calls to other prominent leaders of opposition.  I think 

this is a very bad abuse of technology. 

 

GREY: Tonight, File on 4 examines a new type of espionage – 

the cyber-spies – and looks at the human costs. 

 

NAGARAJA: It was shocking because I have never actually come 

across data which, if leaked, could lead to the death of a human. 

 

GREY: And in the UK, we look at how high-tech spying is 

being used to fight crime and beat the terrorist. But is it legal? 
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SIGNATURE TUNE 

 

ACTUALITY IN CAR 

 

SAT NAV VOICE: Bear left, then keep right. 

 

GREY: I’m setting off to begin an investigation into what 

Government is doing with the digital footprints we all leave behind in this modern world. 

 

SAT NAV VOICE: After one hundred yards, keep right, then stay in the 

left lane.  Keep right. 

 

GREY: My route’s being recorded in this sat nav device. I’ve 

also got a mobile phone here, it’s connecting to a local cell tower.  I can see one up there, 

sending out a signal of exactly where I am. 

 

SAT NAV VOICE: Ahead, keep left. 

 

GREY: The phone has a tiny computer built in - its 

microphone could be switched on without me knowing and recording me right now. And 

we’ve just passed an overhead camera - my number plate’s been read and flashed to a police 

national database that’s linked to over four thousand cameras nationwide and storing over 

eleven billion records.  These days, police use tracers like these to solve crime.  

 

TALL: This was a group of commercial burglars who had been 

committing their crimes probably for about a year nationwide. They were predominantly 

targeting bookmakers in the early hours of the morning and were breaking in and stealing the 

safes which they were taking away to remote locations, cutting them open and getting the 

money. 

 

GREY: Alison Tall is a detective sergeant with the organised 

crime unit at Northamptonshire police. 
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TALL: I think at the time we took the job on, we identified 

160 crimes that this group could have potentially committed.  They were an important gang 

that we had to disrupt, we had to dismantle.  It was a risk to the force of embarrassment and 

so this was a very quick turnaround in dismantling this group and a lot of that was down to 

the huge amounts of material and evidence we gathered in a short period of time. 

 

GREY: They finally arrested the gang the old fashioned way - 

by tailing them to the scene of a crime and catching them red-handed as they were trying to 

break into premises near Leicester.  The operation that night was the culmination of an 

extraordinary technical investigation that identified the gang and ultimately linked them to 24 

burglaries.  The police tracked their mobiles, tracked their cars with data from number-plate 

cameras, matched those with CCTV pictures and, after the arrests, searched their computers. 

 

TALL: By picking up the computers of a number of the 

members of this gang, we could see that they had actually searched postcodes on the internet 

which would have been for onward submission into satellite navigation systems to aid them 

to find the target premises, and so it was almost like a complete circle from their initial search 

on the computer to driving the car to the premises and using the sat nav and obviously getting 

the information off the sat nav as well.  There was so much evidence and the way it was 

presented made it so compelling that all felt the need to plead guilty. 

 

GREY: The eight-man gang was jailed for a total of 35 years.  

Digital evidence, as used here, is a powerful tool; but how far will the police or intelligence 

services go in mining the secrets of our phones and computers?  

 

ACTUALITY AT FORENSIC LAB 

 

TREVELYAN: This is our forensic lab.  The windows are blacked out, 

there’s a safe and security cabinets, etc.  The systems in here are very powerful, number-

crunching type of machines that we actually put together ourselves, so ... 

 

GREY: They look like big beasts. 
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TREVELYAN: Yeah, they are. They’re probably the most powerful 

machines you can buy. 

 

GREY: Rob Trevelyan’s trade is to gather intelligence from 

inside a computer. He works for companies and police around the world. He shows me how 

easy it is to take control of another system.  He starts by infecting his target – getting it to run 

a small program. And then from a master computer, in this case in his office, but which could 

be situated on the other side of the world, Trevelyan can monitor key strokes, look through 

the computer’s in-built camera, turn on its microphone, download all its files and tamper with 

any data that’s already there. 

 

TREVELYAN: This is real easy stuff, so if I open this and go into 

remote tools, I’ll go to remote desktop, we can see the screen of the machine we’ve bugged is 

now in front of us. I can just turn on their webcam remotely, so not only can I see what they 

are looking at, I can see who it is that’s looking at it.  If it is getting into a business, once you 

have remote control you can then start downloading company files or starting to trawl around 

the company server. It is a powerful tool.  I mean, once you have this, in the hacker term you 

are owned. I can do anything with your computer when I like, whatever I like, for however 

long I like.    

 

GREY: I mean, you would have thought that a firewall or 

antivirus product should pick up some of this stuff. 

 

TREVELYAN: The computer is bugged itself, so it’s being sent out 

from the computer, so no firewall is going to stop you sending connections to the internet.  

It’s when it’s coming from the internet. 

 

GREY: You can take over a computer, as Rob Trevelyan did, 

by using what’s called a Trojan - a piece of malicious software, malware, that’s hidden within 

something apparently innocent, like an email attachment or within a simple website.  But 

these are not the only tools of the cyber-spy.  Nick Furneaux also works with police. He’s an 

expert on cracking into the sort of wireless internet connection - WiFi - that’s installed in 

many homes.   
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FURNEAUX: Breaking a WiFi network is not hard to do and you 

would need to be in a vehicle or in an observation area, perhaps in a nearby home or office.  

You would just use some freely available software actually off the internet and good strong 

antennas to be able to pick up information coming off a person’s WiFi router, and once you 

have gathered the right information, the opportunity is open to you then to break the 

password for that router and then be able to read the information that is flowing around the 

air between the computer and the WiFi router.  So we don’t really have a problem with WiFi 

routers. 

 

GREY: Why’s that?  Because you just guess the password? 

 

FURNEAUX: We have computers in our office that will attempt to 

guess the password at the rate of eighty thousand a second, so we’re guessing at a very very 

high speed, but there are other ways of being able to what’s called brute force that particular 

information.  Not too hard to do. 

 

GREY: Nick Furneaux also trains law enforcement on how to 

grab information from traces left in the memory of public computers, like those in libraries or 

cafes. 

 

FURNEAUX: RAM, of course, is Random Access Memory, and it’s 

where information is stored when it’s doing something on the computer.  Acquiring the 

memory and analysing the memory can be a very useful repository of information, especially 

where we have suspects that perhaps are using public machines and the police will need to 

use techniques to extract information from those computers.  There are many ways that an 

officer can take the RAM off a machine, and they would use a tool often to copy it to a USB 

key or to an external hard drive to be able to perhaps do that little bit more quietly and extract 

that data from the internet cafe or the hotel or the university that they were in, and then they 

can do the analysis on the file that they copy. 

 

GREY: An undercover cop could walk in after the terrorist into 

the internet cafe and put in his USB and hoover up that information? 
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FURNEAUX: Indeed they could.  If the person has been using instant 

messaging, for example – perhaps they’ve been talking on Skype – those programmes leave 

little bits of information within the RAM that can be analysed by the investigator. 

 

GREY: The rules for what the police or the Security Service 

(MI5) can do to bug or monitor criminals are set by the Regulation of Investigatory Powers 

Act - RIPA. Suzette Davenport, a Deputy Chief Constable who speaks for the Association of 

Chief Police Officers on surveillance matters, said the controls are stringent. 

 

DAVENPORT: We use a whole range of tactics to enable us to pursue 

criminals, gather intelligence and then put evidence before a court.  We have the powers to do 

that.  RIPA details that and we do use it up and down the country routinely. 

 

GREY: What are the limits that define what is permissible for 

you to do?  There are techniques available to crack into people’s WiFi and monitor what’s 

going on inside a home network.  Is that permissible for law enforcement to do under 

warrant? 

 

DAVENPORT: Yes it is. 

 

GREY: And what about software that one can actually put 

inside computers that allows the police or law enforcement in general to log the keystrokes or 

record the screens of suspected criminals?  Is that also permissible? 

 

DAVENPORT: Again, we have a range of powers that enable us to 

track what criminals are doing.  On occasions that might relate to keyloggers. 

 

GREY: These are software devices? 

 

DAVENPORT: If I appear slightly reticent, that’s because I think we 

are starting to get into tactical detail about operational matters which I’m reluctant to do for a 

whole variety of very obvious reasons.  We go through a process of ensuring that the range of 

police tactics that we have got, that they are used when it’s necessary to use them, but also 

it’s proportionate, so that you will look at the offence, you will understand the intelligence 
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DAVENPORT cont: that you’ve got and you will make a judgement in 

terms of what it is that you are seeking to achieve. 

 

GREY: But with the spread of cyber-spying techniques, there’s 

a concern that Britain’s laws are not up to speed.  Peter Sommer, a professor of computer 

security at the London School of Economics and an expert on cyber-forensics, thinks that 

some of what the police may be doing is legal under the RIPA Act but illegal under a 

different law. 

 

SOMMER: The main legal problem in the UK is that because you 

are altering data on the computer in order to be able to access it remotely, you’re actually 

breaking Section 3 of the Computer Misuse Act, which may sound all rather technical, but 

the police are only allowed to breach Section 1 of the Computer Misuse Act, which is that 

they can access a computer without having authorisation.  If they’re altering data, they are 

breaking the law and they then run the risk that in the courts that material will get excluded. 

If you install some software on the suspect’s computer, then it appears to me that there is no 

protection for the police and they would actually be breaking the law. 

 

GREY: Barrister Gordon Nardell, a QC who specialises in 

information and privacy rights, agrees there’s a confusion between different laws. And that 

lack of clarity is serious. 

 

NARDELL: Under the European Convention on Human Rights 

Article 8, everyone has a right to respect for private life. It is important that any interference 

with that right by a public authority is governed by law which is sufficiently law and certain.  

And what the European Court of Human Rights has emphasised over the years is that where 

the state is authorised to conduct activities under the cloak of secrecy, then particularly 

stringent standards of clarity, precision and certainty have to apply. People have to know 

what the scope of the state’s power is, and because it is simply not clear whether public 

bodies can lawfully hack into home computers using software or not, that activity simply 

does not have the cloak of legal authority to the necessary standard of certainty.  And it seems 

to me that it must follow that any use by the authorities under the present deficient legislative 

regime of this kind of surveillance technique is probably unlawful, and it seems to me that 
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NARDELL cont: Parliament needs to look at this problem in very short 

order and make clear what the authorities can and can’t do with the use of software. 

 

GREY: We asked the Home Office to spell out what was legal 

and what restrictions existed for the police or MI5. We sent them six specific questions but 

they refused to answer any. Instead we were given a statement, listing the Acts of Parliament 

which: 

 

READER IN STUDIO: Allow a limited number of public authorities and the 

intelligence services to make applications to interfere lawfully with property or wireless 

telegraphy. 

 

GREY: In investigating online crime: 

 

READER IN STUDIO: Law enforcement agencies are required to act in 

accordance with the law and with the appropriate levels of authorisation for their activity. 

 

GREY: Legal or illegal in Britain, what if these same tools, 

some of them made here, are placed in the hands of foreign governments? 

 

EXTRACT FROM NEWS BROADCAST, CHIME OF BIG BEN 

 

NEWSREADER: Tanks and troops have been ordered onto the streets of 

Cairo by the Egyptian President, Hosni Mubarak .... 

 

GREY: Earlier this year, thousands flooded onto the streets of 

Egypt to protest at their regime. 

 

ACTUALITY OF PROTESTS 

 

GREY: After days of protest, Mubarak was ousted and the 

crowds turned their anger to the headquarters of his feared secret police. As they stormed the 

building, combing through a labyrinth of darkened offices, they found torture equipment and 
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GREY cont: boxes of files. Mostapha Hussein, a doctor and 

blogger, was among them. A friend handed him some documents. 

 

HUSSEIN: Everyone was trying to find evidence.  For example, 

people tried to collect all the electric batons and physical torture methods or tools; others 

found some files and things like that.  

 

GREY: What were these documents that your friend 

discovered? 

 

HUSSEIN: He found a proposal by Gamma Group, it’s a company 

that sells intrusion software, and this offer was made in June 2010 for the State Security 

Investigation Department, and it’s titled as such by the company.  These were amazing 

because this was not only proof that they seek every method to spy on us in real life and 

online, also that they even have a department called the Electronic Intrusion Department, 

which contains lots of officers who are concerned with our own private lives. 

 

GREY: The documents he saw were about a British company, 

Gamma International (UK) Limited, which declares itself a specialist in: 

 

READER IN STUDIO: The “remote infection of computers”. 

 

GREY: Based in Andover, Hampshire, Gamma had offered to 

sell a software programme called FinFisher, described in the files as a toolkit ... 

 

READER IN STUDIO: “Used by many global security and intelligence 

services” ...  

 

GREY: ... for secretly gaining access to people’s computers. 

The price: 

 

READER IN STUDIO: Three hundred and eighty eight thousand Euros. 
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GREY: According to a memo from State Security’s Electronic 

Penetration Division, Gamma’s product was particularly valuable as: 

 

READER IN STUDIO: “The only security system in the world” ... 

 

GREY: ... that could bug Skype phone conversations on the 

internet.  Gamma maintain they did not supply FinFisher to Egypt. But a further document 

from December 20th last year, described the outcome of a five-month trial in which 

Gamma’s product had … 

 

READER IN STUDIO: “proved to be an efficient electronic system for 

penetrating secure systems.  It accesses e-mail boxes of Hotmail, Yahoo and Gmail networks.  

Accessing the targeted person with this system means implanting a full spying system which 

allows for complete control of the penetrated computer or laptop and the possibility of 

copying all of its data and contents.” 

 

GREY: A new document, obtained by German public 

television, MDR, also appears to reveal the first known victims of the FinFisher program. It 

describes how, in the same timeframe as the software trial, the hacking department of State 

Security did succeed in bugging encrypted Skype calls.  One of those whose conversation 

was apparently recorded was Sherif Mansour, who works at the US headquarters of the 

democracy group, Freedom House. 

Now I’m looking here at a document from the Director General for Information, Central 

Administration for IT, Electronic Surveillance Hacking Department of the State Security, and 

it has your name in it among a list of people that have been under surveillance.  Why would 

you be in such a document? 

 

MANSOUR: I’m not very welcome by the past regime because of 

my work in support of democracy and human rights and my activism career since I was in 

Egypt in 2003, and I’ve known since then that they have been monitoring me when I was 

inside the country.  In my mind, we as democracy and humanist activists already face a lot of 

troubles and get a lot of repression for the kind of work that we do, and we expect that from 

governments, but from companies, software companies?  We have never looked at them as 

enabling repression. 
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GREY: They would say that they’re working for Government 

and lawful Governments, and Governments need to monitor certain people – criminals and 

terrorists. 

 

MANSOUR: There are different Governments and there are 

Governments who are accountable, transparent and there are Governments who are not, and 

for the Egyptian Government, who have had emergency laws for thirty plus years that allow 

Security to do whatever they want, that was a clear choice, it’s a clear ethical choice for any 

company around the world to take. 

 

GREY: So, who is behind the Gamma company that makes 

FinFisher? Corporate records reveal its owner as a 49-year-old Briton, Louthean Nelson, with 

past addresses in Salisbury, Hamburg and Beirut, Lebanon.  We asked Nelson for an 

interview. We wanted to ask him about the contradiction between Gamma’s claim it did not 

supply the software, and the Egyptian records of its use. He did not reply.  But while Gamma 

is refusing public comment, a company representative, Martin Muench, is due to speak next 

week at a conference in Berlin on Cyber Warfare. Gamma is listed as a “sponsor and 

exhibitor” and its talk is on the subject of “Applied Hacking Techniques used by 

Governmental Agencies.” Speaking along with Mr Muench are colonels from the British, 

German and American Armies and the Director of Intelligence of US Cybercommand.  For 

all that’s happened in Egypt, it seems the company’s status is undiminished. 

 

ACTUALITY OF SHOUTING 

 

GREY: From Tunisia and Egypt, the trail of revolution has 

spread across the Middle East, and so too has the evidence of how western firms have 

provided technology used by regimes to fight democracy. In Tripoli this month, evidence of 

French and South African firms that helped monitor phones and the Internet for President 

Gadaffi.  In Bahrain – where the regime has so far survived the protests – activist Abdul 

Ghani al Khanjar is now in hiding. He says he only learned the extent of surveillance in his 

country after being arrested just after he’d got back from speaking in London at a meeting in 

the House of Lords. 
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AL KHANJAR: Within two days masked civilians and riot police 

raided my house and arrested me, and I have been tortured and interrogated in many issues 

about my friends, my activities, and it was amazing when they showed me some text message 

from my phone. They told me many things about my calls and interrogated me, especially 

from my calls to other prominent leaders of opposition.  I think this is a very bad abuses of 

technology.  Just please stop supplying these technologies to the oppressive regimes over the 

world. 

 

GREY: The Bahraini Government says it’s launched an inquiry 

into torture allegations.  But caught up in bad publicity about this case are Siemens and 

Nokia. Siemens in the past sold Bahrain a so-called “monitoring centre” which allows the 

regime to secretly track and bug its citizen’s phones. They’re said to have sold the same 

system to sixty countries worldwide.  But Ben Roome, spokesman for Nokia Siemens 

Networks, a joint venture of the two companies, says they’ve now pulled out of making 

interception tools, precisely because of the concerns that they can be abused.  

 

ROOME:  If you provide technology, you cannot be blind to how 

it could potentially be used. And so we felt that that particular business, the monitoring centre 

business, made it particularly difficult to assess.  Would such systems be used in a way that 

respected human rights, on balance, or would they not? We felt that was a very difficult 

decision for us to make.  We exited that business. We sold it on. One of the things we’re 

looking to do is try and create policies and a framework, rather like the human rights due 

diligence we now have internally, that we can propagate across the industry, about trying to 

mitigate this risk of human rights abuse. 

 

GREY: I spoke to an activist in Bahrain who said he was 

tortured. As a company, how do you feel when you read those headlines and hear about those 

testimonies of technology that your company sold, albeit in the past? 

 

ROOME: It’s very sobering and it brings sort of increased 

urgency to the work that needs to be done around here. Bahrain has in the past and up until 

very recently not been overtly criticised because of its human rights record by the US 

Government, the UK Government, the European Union, and I think that illustrates why this 

work needs doing. So how can you mitigate for changing factors as well? 
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GREY: In the UK or Europe, there’s no public register of who 

sells what kind of spy technology to whom. Most weapons of cyber-warfare are not subject to 

export controls.  Asked about Gamma’s FinFisher product, a spokesman for the Department 

of Business Innovation and Skills said that, because it didn’t use encryption, it did not require 

an export licence. Foreign Secretary William Hague leads the Government’s response to 

cyber-threats. 

There is evidence emerging from the Arab Spring that Western companies – including from 

Britain – are supplying the tools of cyber-attack and surveillance to foreign dictators. Should 

something be done to stop that? 

 

HAGUE: Well, certainly any export of goods that could be used 

for internal repression is something we would want to stop; that is why we have a strong 

system of export control licences in this country. Earlier this year we withdrew many of those 

licences relating to Libya or Tunisia or Bahrain, so of course that could apply in this area as 

well. 

 

GREY: It seems to be a grey area though, doesn’t it?  There 

doesn’t seem to be a real clarity on what’s, you know, legal or illegal to export when it comes 

to this very new area of surveillance tools. 

 

HAGUE: Yes, well I think that is a fair point. Of course, this will 

be a greyer area because there can be many many uses for a given piece of software. Of 

course that is right. But nevertheless we will look at that critically and if any evidence is 

supplied to the Government or we come across any evidence of British technology used for 

internal repression in other countries, then we will take the same very tough line on that as we 

do on other items. 

 

GREY: If there’s one country that sums up both the huge 

commercial market for spy technology and the concerns over its use, then it’s China.  China 

is accused of employing an army of hackers to steal information, both from computers in 

foreign countries, but also its own citizens.  The clearest example is an alleged attack on the 

Tibetan monks who run the office of the Dalai Lama. 
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NAGARAJA: Initially we thought, well, spend a day looking around, 

cleaning up the machines a little bit, having discussions and give a bit of advice here and 

there and then go off to the mountains, but it turned out totally differently. 

 

GREY: Shishir Nagaraja was a research student at Cambridge 

University when he was asked to investigate a suspected breach of the Dalai Lama’s security. 

What he found was disturbing. 

 

NAGARAJA: The Chinese Government had access to all their data 

pretty much. They were operating microphones on their laptops, they were operating video 

cameras on the laptops inside the building.  A very important piece of information that was 

inside those networks is the refugee database, which is a database of all Tibetans who flee 

over Nepal and come to India, so it’s a real risk if this information gets to the Chinese police, 

then the life and property of those people back there who left behind is at severe risk.  We 

were shocked.  I mean, I was absolutely just gobsmacked really, because I have never 

actually come across data which, if leaked, could lead to the death of a human.  I’ve never 

honestly come across that before or since.  If you look at His Holiness’ office, I mean, you 

see three rings of security – the outermost is the border security force, the middle ring is the 

county police commandoes, and the innermost ring is drawn from another elite commando 

force, so you have all this security, but the Chinese never actually needed to breach any of 

them.  They came through the wires. 

 

GREY: Even after these revelations, doubts have persisted over 

whether it was truly state-sponsored. But File on 4 has learned of a new unreported case that 

directly links Chinese officials to the planting of Trojan malware. 

 

LILLY: I was nervous, I was unsure of what they wanted from 

me, what kind of information they thought that they could gather. 

 

GREY: Lilly is a student at university in the US, who’s spent 

time in Tibet and China.  When in Beijing, she was invited for an informal meeting with 

members of the Chinese security service.  
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LILLY: I met with them in a restaurant in the evening and three 

of them came in.  They were very pleasant.  Most of the conversation was sort of cocktail 

small talk.  The younger man, he asked me if I’d been involved in any student groups.  He 

didn’t get more specific than that, but what he meant was, were you part of Students for a 

Free Tibet or any other kind of Free Tibet organisation.  I avoided the question by saying I 

was too busy studying and he didn’t press it any further, but that seemed to be the only one 

that they probably really cared about.  So after about an hour and a half, once dinner came to 

an end, they asked me for my cellphone and my email. 

 

GREY: So you did give them your email and cellphone? 

 

LILLY: Right.  At the time I told them I didn’t have a 

cellphone, which was partially true because it had been stolen, and I gave them an email that 

I didn’t use at all. 

 

GREY: In the following weeks, Lilly did check that email 

account and saw four messages from one of the people she had met. They came with 

attachments. She asked a forensic computer expert, Greg Walton, to check them out. 

When he opened the attachments, he saw a Trojan being released.  

 

WALTON: Within a couple of seconds it was finding home to a 

service called 33.22 in China that we commonly see used in attacks like this, and then within 

about ten seconds I traced it back further to the originating internet address in downtown 

Beijing, in an area known as the Silicon Valley of China.  It’s within a few kilometres of the 

State Secrets Bureaux, information security labs.   

 

GREY: So 33.22 is a sort of stepping stone from Lilly’s 

computer all the way to this controlling server? 

 

WALTON: It’s acting as a sort of form of camouflage to try and 

offer a layer of anonymity to the attacker, but in actual fact it was connecting back to this 

server in downtown Beijing. 
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GREY: Okay, so we know it’s in an area of Beijing that’s quite 

close to the State Security labs, but anything more you could find out about this, this server? 

 

WALTON: Well, yes.  I was, of course, very interested in that 

particular internet address and what the servers were hosting there, and over a couple of days 

I was able to, through a number of techniques, identify a lot of content that was hosted on that 

particular server.  There were one or two very interesting directories which contained, for 

example, a number of password-cracking tools developed in Russia and developed 

indigenously in China, and some zero day Trojans. A zero day is a Trojan that won’t be 

recognised by any of the antivirus vendors, and these are actually quite valuable in the 

cybercriminal underground, because you can say with some confidence that you are going to 

get through any sort of normal defences that a corporate or home user is going to have on 

their computer system.  This very small incident, seemingly insignificant, actually points 

towards the fact that we have proof that the Chinese State is engaged in this kind of activity. 

 

GREY: File on Four asked the Chinese Government to respond 

to claims about its role. They replied with a statement: 

 

READER IN STUDIO: The Chinese Government stands firmly against 

hacking and all other criminal activities that target the internet and computer systems. We 

have taken decisive actions to combat such activities.  China itself is a victim of international 

cyber-crimes. We face grave cyber-security threats from abroad. No single country can deal 

with cross-border issues such as hacking, viruses or spam on its own.  

 

GREY: China is accused not only of attacks on visitors and 

dissidents, but of a large-scale use of cyber-espionage to attack companies and Governments 

in both Europe and America. Last year, the US Department of Defense said China was 

“actively pursuing cyber capabilities” to steal information. Here, the Government is reluctant 

to accuse China directly. But there’s widespread suspicion that China is targeting the UK.  

According to Foreign Secretary William Hague, the scale of cyber-attacks is alarming. 

 

HAGUE: It is a rising level, I think is the main thing to know, as 

it is around the world, not just on Britain, but this is something that is multiplying, state on 

state, criminal networks on states, terrorists use cyberspace as well to spread propaganda, try 
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HAGUE cont: to radicalise people, fundraise and so on – so we do 

have a rapidly multiplying set of challenges in cyberspace and attacks on this country and its 

citizens in various forms. 

 

GREY: And what about the threat to Government and critical 

national infrastructure? 

 

HAGUE: Well no, nothing has happened to our national 

infrastructure, as is evident that nothing has happened to it of a serious nature so far, but we 

do watch that very carefully.  One of the reasons we are investing £650 million extra over the 

next four years is to make sure we can protect our national infrastructure as well as work with 

businesses to protect themselves more effectively.   I think what we have seen so far has been 

more successful attacks on intellectual property from industry. That, of course, is a very 

favoured field for cyber attacks - stealing the plans, the designs, as I say the intellectual 

property of high tech technology industries. They are very vulnerable in that regard, but I 

think a lot of them have learned a lot about this in the last few years. 

 

GREY: What is the evidence for a Chinese role in cyber 

attacks? 

 

HAGUE: I’m not pointing the finger at any one state here, so I 

can’t give you any of that evidence. There are many states who are involved into differing 

degrees in state against state activity in cyberspace. Though clearly when it comes to 

intellectual property, to understanding defensive systems, then some states can have an 

obvious interest in working out what our defences are like.   

 

GREY: If the theft of our digital secrets is so attractive, what 

steps can be taken to define what’s legal and what’s acceptable?  Britain is hosting an 

international conference later this year to propose a code for how nations should behave on 

the Internet.  But, as states around the world continue to invest in cyber-spying, can it really 

have any meaning?  

 

HAGUE: States should be ensuring that cyberspace remains open 

to innovation and the free flow of ideas, and they should respect individual rights of privacy, 
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HAGUE cont: proper protection for intellectual property and work 

collectively between states to tackle the threat from criminals acting online. I think these are 

the kinds of norms of behaviour that we should be able to agree on in the international 

community. 

 

GREY: Isn’t there a conflict of interest here in that you want to 

defend against cyber-attack, but our own police and intelligence services make use of their 

own cyber-weapons? 

 

HAGUE: Depends what you call weapons. We must be able to 

defend ourselves, and of course we must do our utmost to track down terrorists or criminal 

gangs, so of course we do that. But that is different from breaching those basic principles that 

I was just talking about, and on that we have to respect those ourselves. 

 

GREY: I mean, cyber-space is unique in that in order to have a 

capacity, you essentially need to know the enemies vulnerability and therefore may need to 

develop your own tools of cyber attack. 

 

HAGUE: I will say that we are one of the world leaders in this 

field of cyber-capabilities. GCHQ, of course, is an extremely effective agency in this regard. 

We are determined to remain one of the world leaders.  That’s why we are investing huge 

additional resources into it. Because it is so important to our national security in a physical 

sense, but in an economic sense as well. But as to the specific methods that we use for that, 

well for obvious reasons I can’t really go into those on the radio. 

 

GREY: From the hunt by Britain’s police or spies for a 

gangster or terrorist, to a dictator who wants to control his subjects, to a Government that 

wants to steal secrets from a rival - when it comes to cyber-spying, it seems every state is 

both a victim and a perpetrator. 
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